Memopanaym npo cniBpoGiTHHITBO
mizk CexperapiaTom YIOBHOBA:KEHOTO
BepxoBHoi Paau Ykpaiuu 3 npaB JIOAHHH Ta
Kommnauierw «IiEiiAii Tino6an EaEaCi»

Memorandum of cooperation
between the Secretariat of the Ukrainian
Parliament Commissioner for Human Rights and
the Company DAI Global LL.C

M. Kuis «D2 » ©OY 2024 poxy

Kyiv «02» OY 2024

Cekperapiat YnoBHoBaxkenoro Bepxosnoi Pagn
Ykpainn 3 npaB moanun (gani — PenumieHr),
B 0cobi KepiBauka CexperapiaTy YIOBHOBaXXEHOTO
Bepxopnoi Pagm VYkpainu 3 npaB nronuHu IBaHa
Bepgeiika, akuii gie Ha migctaBi IlonoxeHHs Tipo
Cekperapiar VmoHOBakeHOTo BepxosHoi Panu
VYKpaiHd 3 npaB JIOAMHH, 3aTBEPXKECHOrO HAKa30M
‘YnoBHoBaxxeHoro Bepxoeroi Pagu Ykpainu 3 mpas
moavHu Bix 14 xoetHa 2022 poky Ne 79.15/22
(i3 3miHammu), 3 oxHOro 6OKY, Ta

Komnanis «/liEitAii Ino6an EnEaCi» (nani —
komnanis «J[iEKA#»), sk Buxonaseup [Ipoekty
ArentrcrBa CIHIA 3 mixHApoaHOro pO3BHTKY
(AMP CIIIA) «KibepOe3nmeka  KpHTHYHO
BaXIUBOI iHpacTpyKTypn VYkpainuw» (mami —
IIpoext), B o0cobi [upextopa Ilpoekty Ilerpa
Marisiineka, sKuil i€ Ha TiJcTaBl OBIipeHOCTI Bill
04 ciuns 2024 poky, 3 iHmIOro GOKY, iMEHOBaHi
Hajami — CTOpPOHH, KEpYIOUHCh ITOJIOKEHHAMM
3akoHy  VYkpaimm  «[Ipo  ocHOBHI  3acamu
3abe3nevueHHs KibepOesneku VYkpalHwy», MUIIXOM
nigmicanHs boro MeMopaHyMy mmiaTBepIKyIOTh
Y3TOMKeHHS 1IijieH, 3aBmaHb i ouikyBaHHX
pe3YJIbTaTiB CHiBPOOITHUIITBA, 3a3HAYCHHX HIDKYE.

The Secretariat of the Ukrainian Parliament
Commissioner for Human Rights (hereinafter —
Recipient) represented by the Head of the Secretariat
of the Ukrainian Parliament Commissioner for Human
Rights Ivan Verveiko, who acts according to the
Statute of the Secretariat of the Ukrainian
Commissioner for Human Rights, approved by the
Order of the Ukrainian Parliament Commissioner for
Human Rights dated October 14, 2022 No. 79.15/22
(with changes), and

the Company DAI Global LLC (DAI), as the
Implementor of the Activity of the United States
Agency for International Development (hereinafter
- USAID) Cybersecurity for Critical Infrastructure
of Ukraine Activity, (hereinafter - the Activity),
represented by Petro Matiaszek, acting on the basis of
a power of attorney on January 4, 2024, on the other
hand, hereinafter referred to as the Parties, guided by
the provisions of the Law of Ukraine "On Basic
Principles of Cybersecurity of Ukraine", and, confirms
by signing this Memorandum an agreement on the
goals, objectives and expected results listed below.

1. Meta Ipoerty Ta 3apaauns ITpoekrty

TIpoext dinancyetscs AMP CIIIA Ta mae mBox
Benedimiapie  —  MinictepctBo  uudpooi
Tpancopmauii Ykpainm Ta Amnapar Papu
HallioHanpHO1 Oe3neku 1 000poHn YKpaiHH.

Meroto [IpoeKTy € MOCHIEHHS CTIHKOCTI KPUTHYHOT
iHpacTpykTypu KpaiBm A0 KifepaTrak LUIIXOM
PO3BUTKY HaJifHOTO MAapTHEPCTBA MK OCHOBHUMU
YYaCHHKaMM  MpOLecy  WiABHIIEHHS  piBHA
KibepOesnekn y raimy3i Aep)KaBHOTO YIpaBIiHHA,
NpPUBATHOMY CEKTOpi, a TaKoX MpeJCTaBHUKAMH
OCBITHBOI Taly3i i TPOMaASHCHKOrO CYCILUIbCTBA.
Hocaraenns miel meTu nepenbadacTbes LUISAXOM
BUKOHAHHS TakuX 3aBiaHb [TpoekTy:

PO3BHTOK  CEpeAOBHIIA, [0 CHOPHAE
niIBMIIEHHI0 piBHA KiOepOesmekn. 3MilHEHHA
MPaBOBO{, PEryaATOPHOI Ta IHCTHTYLIHHOI OCHOB
kibepbe3nekn B VYkpaiHi 3 METOIO TOCHISHHS
CTIMKOCTI crCcTeMM Ta i TOTOBHOCTI JO MPOTHIl
BHKJIMKAM Y BIANOBITHOCTI A0 MIDKHApOAHUX
CTaHAAPTIE;

PO3BHTOK TPYIOBHX pecypciB y rajuysi
KibepOesnekn B Ykpaini. CpusHHS BHUPILICHHIO
HAsBHUX TMpoOJieM KaJpoBoro 3abe3redeHH:
LUUIXOM ~ 3aJlydeHHS KOMIICTGHTHMX  (axiBLiB
Ta MpodeciitHoro po3BUTKY HaABHUX (axiBLiB;

po30yaoBa crifixol ramysi kiGepoesnexu.

1. The Purpose of the Activity and objectives of the
Activity

The Activity is funded by USAID and has two
Beneficiaries - the Ministry of Digital Transformation
of Ukraine and the Office of the National Security and
Defense Council of Ukraine.

The goal of the USAID Cybersecurity for Critical
Infrastructure in Ukraine Activity is to strengthen the
resilience of the country's critical infrastructure
to cyberattacks by developing a reliable partnership
between the main participants in the process
of improving the level of cybersecurity in the field
of public administration, the private sector, as well
as representatives of the educational sector and civil
society. Achieving this goal is envisaged
by performing the following tasks the Activity (tasks
the Activity):

development of the environment that
contributes to the improvement of the level of
cybersecurity. Strengthening the legal, regulatory and
institutional foundations of cybersecurity in Ukraine
in order to strengthen the resilience of the system and
its readiness to counter challenges in accordance with
international standards and best practices;

development of human resources in the field
of cybersecurity in Ukraine. Assistance in solving
existing  problems of  personnel support




3MILHEHHA JOBipH 1 PpO3BHTOK CHiBIpami MK
JEP)KABHUM 1 MPHUBAaTHEM CEKTOpaMH 3 METOH
po3pobKu iHHOBAIiHUX pilleHB, AKi
0OYMOBIIOBATUMYTh BHKJIMKHA Yy MaiGyTHHOMY.
CnpusiHHA PO3BUTKY 3pPOCTaHHA MIMPOKOTO PUHKY
kibepbesneku B Vkpaini.

by involvement of competent specialists and
professional development of existing staff;

building a sustainable cybersecurity
industry. Building trust and developing cooperation
between the public and private sectors in order
to develop innovative solutions that will be challenged
in the future and promote the growth of a broad
cybersecurity market in Ukraine.

2. Crpoxk peanizauii I[lpoexry

3 18 TpaBHsa 2020 poky mo 16 BepecHs 2025 poky.

2. Term of the Activity
From May 18, 2020 to September 16, 2025.

3. Iini ITpoexTy Ta manpsmu_cniBpodiTnunTBA
Bukonapns 3 Penunienrom

CniBpoOiTHHLITBO BinOyBacThCA B paMKax 3aBJAHb
ITpoekty Ta QoxycyeTbcs Ha TakMX KIIOHOBHX
JIIX:

PO3BUTOK TEXHITHHX CIIPOMOXKHOCTEH
y 4YacTHHI KiOeproroBHOCTI, KiGepCTilKoCTi
Ta Kibep3axucty PeunmnieHTa;

IOCHIEHHS  CIIPOMOXHOCTI  Ge3rmepepBHOTO
HAJaHHA TIIOCAYr Ta BUKOHaHHA (QyHKIii
PenumieHToM B yMOBax BOEHHOIO CTaHy Ta B
nepioJ MoJoMaHHs HOro HACITiIKIB,

ONTUMIi3allisl AISITHOCTI Ta PO3BHTOK CEPBICHHX
TEXHIMHUX iHQpacTpyKTyp, cucteM, IuaTgopm
PerumnienTa;

IiABHIIEHHS  0€3NeKW  KPUTHYHUX  JaHUX
Ta iHpopmaii PenumienTa.

3a1a 3a6e31reueHHs JOCSITHEHHS [TOCTABJICHUX
LiJIe# CHiBPOOITHUITBO 3IIMCHIOETHCSA 32 TaKMMH
HaNpAMaMH:

1) mixBunIieHHS piBHA Kibep3axucTy PenumienTa;
2) pO3BUTOK BiMOBOCTIMKOCTI Penumienra;
3) minrpumka Ge3nepepBHOCTI  (YHKLIOHYBaHHS

dpoBux iHppactpykryp PerumienTa.

3.0Objectives of the Activity and directions of
cooperation of the Implementor with the Recipient

Cooperation takes place within the framework of the
main objectives of the Activity and focus on the
following key objectives:

» development of technical capabilities in terms
of cyber readiness, cyber resistance and cyber
protection of the Recipient;

+ strengthening the ability of the Recipient
to provide services and perform functions in the
conditions of a war situation and during the period
of overcoming its consequences;

» optimization of activities and development
of service technical infrastructures, systems,
platforms of the Recipient;

* increasing the security of the Recipient's critical
data and information.

To ensure the achievement of these objectives,
cooperation is carried out in the following areas:

1) increasing the level of the Recipient’s cyber
protection;

2) strengthening of the Recipient's fault tolerance;

3) maintaining the continuity of the Recipient's
digital infrastructure operations.

4. OuikyBani __ pe3vinLTaTH __ Bill _ peasizauii

4. Expected results of implementation of the

IIpoekTy

3abe3neueHHs criikocTi Ta GesmepepBHOCTI
¢byukionyBauus IT-cucrem Peunmienta,;
IOKpallleHHs  IHCTUTYL[MHOT Ta  TeXHIYHOl
FOTOBHOCTI /10 Kibep3axucTy PeuumienTa;

HIIl KOPOTKOCTPOKOBI i JTOBrOCTPOKOBI 3aX011
3 METOI0 peanizallii NpiOPUTETHHUX 3aBAAHb,
BH3HAYCHUX CHiNBHO Penunientom
Ta BukonaBriem.

Activity

 ensuring stability and continuity of the Recipient's
systems functioning;

» enhancement of Recipient's institutional and
technical capacities;

 other short-term and long-term measures in order to
implement the priority tasks defined jointly by the
Recipient and the Activity.




5. Kinnkicni Ta/abo sikicni kpurepii qocsruen s

S. Quantitative and/or qualitative criteria for

pesynabrarusraocti Hpoekry

Ilpoexr  3abesneuye  cTBOpeHHS  HamiMHOI

Ta e(eKTUBHOT CHCTEMH MOHITOPHUHTY
Ta OLIHIOBaHHA 3 METOIO BHMiPIOBaHHS PE3YJIBTATIB
CIIBPOOITHHIITBA, CIIPSMYBaHHS TIOJIANTBILIOT

JisnpHOocTi i 3abesneveHHs — €(EKTUBHOIO
wiaHyBaHHs. 3okpemMa CTopoHM 3a0e3neqyroTh
MOHITOPHHT TAKHX TTOKA3HUKIB:

* KUIBKICTB Ta BHAM OOJNaAHaHHS, MPOrPAMHOrO
3a0e3neuenns, Matepianis, 3acofiB Ta iHIIOro
YCTaTKyBaHHA 1 TIOCITYT, NepeIaHdX/HalaHUX
BukoHaB1EeM 71 BUKOpUCTaHHs PerpmieHToM;

* iHmmi MOKA3HUKY, BH3HAYEHI CIIINBHO
PenurmienroM Ta BukoHagiem.

achieving results of the Activity

The Activity ensures the creation of a reliable and
effective monitoring and evaluation system in order
to measure the results of work, direction further
activities and  ensuring effective  planning,
In particular, the Parties shall monitor the following
indicators:

* the number and types of equipment, software, tools
and other equipment transferred for use by the
Recipient;

* other indicators determined jointly by the
Recipient and the Implementor.

6. Ilepenix maiima, pobir i wpocayr, npas
iHTEeJICKTYANLHOI BJACHOCT, IHIINX pecypcis, mo

6. List of property, works, services, intellectual
property rights and other resources to be acquired

pHAGABAKTHLCSH, HAA10ThHesl B paMkax Ipoexty

and provided within the framework of the Activity

YV pamkax peanizanii ITlpoexty BukoHaseus
repeiapaTumMe Perumienty obagHaHm,
nporpamMHe 3abe3leuyeHHs, Marepiaiu, 3aco0HM Ta
IHIE YCTaTKyBaHHA i HaJgaBaTHME MOCIYTH [l
MOKpAEeHHs CTikikocTi LudpoBux iHbpacTpykTyp,
OesnepebiliHocTi  QyHKUiOHYBaHHA, MOCHJICHHS
Kibepbesnexkn Ta  Kibep3axucry, a  TaKox
T ABMIIEHHS npodeciitaol CIPOMOXKHOCTI
KaJIpoBOr0 MOTeHUjay y Kkibepbesmemi uepe3
3ady4eHHd (axiBiiB (mpaiiBHUKIB) PeummicHra
JAO y4acTi B OCBiTHIX THporpamax, Kypcax
HiJBUINEHHS KBamiikalii 3 MeTOI NOKpalleHHs
3HaHb, BMIHb i HABHYOK Y 1i# cepi.

Within the framework of implementation, the
Implementor will transfer to the Recipient equipment,
software, materials, means and other equipment and
services to improve the stability of
digital infrastructures, uninterrupted functioning,
strengthening cybersecurity and cyber protection,
as well as increase the professional capacity
of personnel potential in cybersecurity through the
involvement of the Recipient's specialists (employees)
to participate in educational programs, advanced
training courses with the aim of improving knowledge,
skills and abilities in this field.

7. OQuikyveaunii_Bmims_TlpoexkTy HA pPO3BHTOK

7. The expected impact of the Activity on the

EKOHOMIKM i periomy

BukoHaHHS 3a3HaYeHWX 3aBJAHb  IOKPAIIMThH
CTIMKICTE Ta Kibepbesreky ¢ posoi
iHpacTpyKTypH Perumienra, a TaKOX
Oe3nepebiltHicTh  (QYHKI[IOHYBaHHA  JEPIKABHHX
opfaHiB.

ITommpenHs AOCBiny, HampanbOBAHOIO B MEXKax
CriBpOOITHANTBA, Ha iHIII OpraHd Ta Oprasisarii
JMO3BOJIMTL HA MIPAKTHYHOMY piBHI TIOCHIIHTH
3arajlbHy KiGepOesneky Ykpaiuu.

3aBASKH MOCHICHHIO Kibepbesneku Peuumienra
Oyne 3abe3medeHO  MOCTYIOBE  MOJIMIEHHS
3arajibHol KibepcTiiikocTi JIEPIKaBH, 110
BiNTNOBiaTUMe wiiaM Ta 3aBiadHsM Crparerii

development of the economy and the region

Completion of the specified tasks will improve the
stability and cybersecurity of the Recipient's
infrastructure, as well as the smoothness of the
functioning of state entities.

Sharing the experience gained within the framework
of the cooperation to other departments and
organizations will make it possible to strengthen the
overall cybersecurity of Ukraine on a practical level.

Thanks to the strengthening of the Recipient's
cybersecurity, a gradual improvement of the state's
overall cyber resilience will be ensured, which will
correspond to the goals and objectives of the
Cybersecurity Strategy of Ukraine, approved by the
Decree of the President of Ukraine ‘On the Decision of

Kibepbesnexkn VkpaiHu, 3aTBEpIKeHOT YKazoM




Ilpesugenta VYkpainn «llpo pimenns Panu
HalliOHaJIBHOT GOe3mekd i 000poHM VYKpaidu Bif
14 tpagass = 2021 poxy «IIpo  Crparerito
kibepbesnexu Ykpainm» Bix 26 ceprns 2021 poky
Ne 447/2021.

the National Security and Defence Council of Ukraine
of 14 May 2021 ‘On the Cybersecurity Strategy of
Ukraine’ dated August 26, 2021 No. 447/2021.

8. 30008 s3anusi  BuKoBABLS MO0 HAJAHIIN

8. Implementor’s Assistance Commitment

JONOMOTH

3a yMOBM HasjgBHOCTI pecypciB BukoHaBelp

3000B’A3YETHCH:

* mepematH HEOOXilHE 06JiagHaHHs, IPOTPAMHE
3a0e3nedeHHs, MaTepiaqu, 3acobu Ta iHie
YCTATKYBAaHHS 1 MOCIYTH BIAMOBIAHO IO IfiIeH
CHIBpOOITHUIITBA 3TiAHO 3 aKTOM NpHAMAHHI-
nepefavi TOBapHO-MaTepiabHUX IIHHOCTEH,
poOiT Ta MocIyr B MOBHOMY OGCS3i 3 MOMEHTY
niinucaHHs akTy DpUiMaHHs-nepenadi;

* HajgaTd HeoOXifHi TMOCIyrd Ta KOHCYJIbTALil
BIATIOBIZAHO 10 LiNe# CriBpOGITHHIITBA,;

*  HamaTh HeoOXiguuii eKCIIepTHHIA
Ta  YOPaBIIHCBKUM CynpoBiA  iHiI{iaTMBaM
Ta 3aBJAHHAM CIiBPOOITHUIITBA.

Subject to availability of resources, the Implementor
undertakes:

transfer the necessary equipment, software,
materials, means and other equipment in
accordance with the goals of cooperation in
accordance with the act of acceptance and transfer
of inventory, works and services in full from the
date of signing the act of acceptance and transfer.

provide the necessary services and consultations
in accordance with the goals of cooperation;

to provide the necessary expert and managerial
support to the initiatives and objectives under this
cooperation.

9. 30608’ m3annn Penmunienra

Perunient 30608’ a3yeThes:

* TPHU3HAYUTH OCHOBHY KOHTakTHy  0Co0y
3 METOIO 3a0e3MeueHHs KOMyHiKaIii
Ta KOOpAMHALI{; 3aCBiIYHTH Ta MiOTBEPAUTH
orpuMaHHA PenunieHtom HamaHOi mOmMOMOrU
3riJHO 3 aKTOM NpHMaHHs-TIepeiadi TOBapHO-
MaTepiajlbHUX LiHHOCTeH, pobiT Ta mocoyr
y TIOBHOMY 06C53i 3 MOMEHTY MiANMCaHHA aKTy
NpUAMaHHA-TIepeaadi;

*  3aCBIIYMTH Ta NiATBEPANTH  BUKOPUCTAHHS
OTpUMaHOI JOTIOMOTH 3a LiTBOBHM
MPU3HAYCHHAM; CIIiBIPAIFOBATH i3 BHKOHaBIIEM
UIUIIXOM  3aIy4eHHd HeoOXiHMX Y4YacHHKIB
(TpaniBHUKIB) [0 TPOUECIB  IUIaHYBaHHS,
KOMyHiKkarii i peanizartii 3aB/laHb,
3aIUIaHOBAHMX 70 BHKOHAaHHS B paMKax
CHIBPOOITHULITBA, BUKOPHUCTOBYIOYH  HAasBHi
opraHisaliiiHi, TexHiuHi i QiHaHCOBi pecypcu
JUI IOCATHEHHS METH CITiBPOOITHUIITBA,;
3abesnedyBat  BuxonaBus  indopmariero,
HEOOXiTHOIO 11 HajaHHs  e(EeKTHBHOI
OiATPUMKM 1 3BiTYBaHHA MPO PE3YJBTaTd
cHiBpoOITHUIITBA i3 3000B’ I3aHASIM
HEPO3TOJIOIIEHHST KOHGieHwiiHol iHdopmarrii
o0oma CTOpOHAaMH.

9. Obligations of the Recipient

The Recipient undertakes to:

appoint a primary contact person to ensure
communication and coordination;

certify and confirm receipt by the Recipient of the
provided support in accordance with the act of
acceptance and transfer of inventory, works and
services in full from the date of signing the act of
acceptance and transfer;

certify and confirm the intended use of the
provided support;

cooperate with the Implementor by involving the
necessary participants (employees) in the
processes of planning, communication and
implementation  of  tasks  planned for
implementation within the framework of
cooperation, using available organizational,
technical and financial resources to
achieve the goal of cooperation;

provide the Implementor with the information
necessary to provide effective support and
reporting on the results of cooperation and with
the obligation to non-disclosure of confidential
information by both parties.

Leii  Memopanaym ckiameHo y 2 (IBox)
NPUMIPHUKAX, KOKEH 3 SKHX MAac€ OJHAKOBY
FOPHONYHY CUITY.

This Memorandum is drawn up in 2 (two) copies, each
of equal legal force.




Le#t MemopannyM Habupae YMHHOCTI 3 mHA Horo | This Memorandum shall enter into force on the date of
TII/INACAHHSA | 3aTMIIAETRCA B CHITi 0 16 BepecHH | jtg signing and shall remain in force until September
2025 poxy. 16, 2025.

DAI Global LLC

' DAIGlob
B[R oo MR 1D

Jupexrop Ipoekry

« m » 09 2024 poKy «02 5 09 2024

«Od» 09 2024 poxy 02y 09 2004 e




