KuiBcbka [lexnapanis
npo 6ajanc aocryny 10 ingopmauii Ta
HALIOHAJIBLHOI 0e3neKn
nig yac 30poifHUX KOH(PIIKTIB
npuiiHATa Ha MixkHapoaHiil kKoHdepenuii
"bananc goctyny g0 ingopmanuii Ta
HALIOHAJBLHOI 0e3NeKH - YPOKH YKpaiHu
nig yac 30poiiHuX KOHPIiKTIB"

Kuis, Ykpaina, 10 s;xoBTHs1 2024 poky

[IpencraBHuKH HaI[lOHAJIbHUX
MIPaBO3AXUCHUX IHCTUTYIIIH, Oprasis
NEep’KaBHOT BJIaJIH, oprasizarii
IrPOMaISTHCHKOTO CYCHUIbCTBA Ta
MDKHApOJHUX IHCTUTYLIN 310panucs B Kuesi,
11100 0OroBOPUTH BUKJIMKH Y MOLIYKY OanaHCy
MDK JocTyrnoM a0 odinidHoi iHpopmarii Ta
HalllOHAJIbHOIO ~ Oe3mekor B yMOBax
TpUBaIOUMX 30poiHMX KOHQIIKTIB. BoHu
npuiiHaIM 1o Jlexmapariito, sika Ma€ Ha MeTI
CTBOPUTH OCHOBY s  30ajaHCyBaHHS
noctyny g0 o¢iuiiHoi  iHpopmamii Ta
HaIllOHAJBHOT OE3MEeKH B MEPIOAN TPUBAIOUHUX
30poiHUX KOH(JIKTIB, 3a0€3MEeUyI0Yr THUM
caMHUM JTOTPUMaHHS JIEMOKPATUYHHUX
MIPUHIIMITIB HABITH y TaKi YacHu.

Ilpeamoyna

Busnaroyu, mo y Oaratbox KpaiHax
JTOCTYII hi (o) Hbopmarrii BH3HAHO
(GyHIAMEHTAILHUM TIPaBOM JIFOJIMHH, SIKE €
BOXJIMBUM caMe MO co0i, a TaKoX CIyrye
HapHKHUM KaMeHEeM JIEMOKPATUYHOTO
BpSIyBaHHS,  y4acTi  TPOMAJICBKOCTI Yy
MPUUHATTI pillIeHb, MIA3BITHOCTI, po30ya0BU
JOBIpM B CYCHUIBCTBI Ta AHTUKOPYHIIIHUX
3YCHJIb,

bepyuu 0o  ysaecu  BaKIIUBICTH
iHTerpamii MDKHApPOJHUX CTaHAApTIB Ta
HaWKpalux IPaKTHK y PEryTioBaHHI JOCTYIY
hi (6] iHpopMarrii Ta BJIOCKOHAJICHHS
aJMIHICTpaTUBHOI ~ MPaKTUKH Wi 4ac
30poiHUX KOH(IIIKTIB, 10 TPUBAIOTH,

Busnarouu BUKIMKHA, TOB'I3aHI 3
MOIIYKOM HAJICKHOTO Oamancy MDK
HEOOXIJHICTIO 3aXUCTY iH(opmarlii,
MOIUPEHHST  AKOI  MOXE  3arpoXKyBaTu

Kyiv Declaration
on Balancing Access to Information and
National Security during Armed Conflicts
adopted at the International Conference
""Balancing Access to Information and
National Security - Lessons from Ukraine
during Armed Conflicts™

Kyiv, Ukraine, October 10, 2024

Representatives of national human
rights institutions, public authorities, civil
society organisations and international
institutions gathered in Kyiv to discuss the
challenges of finding a balance between access
to official information and national security in
the context of ongoing armed conflicts. They
adopted this Declaration, which aims to create
a framework for balancing access to official
information and national security during
periods of ongoing armed conflicts, thereby
ensuring that democratic principles are
respected even in such times.

Preamble

Acknowledging that in many countries
access to information is a fundamental human
right that is important in its own and also
serves as a cornerstone of democratic
governance, public participation in decision-
making, accountability, trust-building in
society and anti-corruption efforts,

Taking into account the importance of
integrating international standards and best
practices in regulating access to information
and improving administrative practices during
ongoing armed conflicts,

Acknowledging the challenges in
finding an appropriate balance between the
need to protect information the dissemination
of which could threaten national security and




HaI[lOHABHIA ~ Oe3meri, Ta  MmOTpeOoro
MiATPUMYBaATH HaIIAHI CTaHJapTH
MIPO30POCTi, B TOMY YHCII ITiJl 9ac 30pOHHUX
KOHQJTIKTIB, Ta

Ycgioomnorouu, 1mo npaBo Ha JOCTYI
1o iHpopMallii € BaXITHBOIO IEPEIYMOBOIO
TISUTBHOCTI TPOMAJITHCHKOTO CYCITUTBCTBA IS
3aXUCTy TpaB JIIOJWHU B CHUTYaIlisX, KOJH
MeBHI OOMEXEHHsS HaKIagaloThCs 4epe3
BOEHHUH CTaH.

Y4acHUKM MDKHapOJIHOI KOH(pepeHIii
"bamanc pmoctymy Ao  iHpopmauii Ta
HallOHAJIbHOT Oe3MeKu - YypoKu YKpaiHu Mij
gac 30poHHUX KOHQIIKTIB" MIAIIITN 3r0/IH, IO
cy0'eKTH BIAJHUX MOBHOBAXEHB, KEPYIOUHCH
TIPUHITAITAMA BEPXOBEHCTBA npasa,
MPO30POCTI, MIA3BITHOCTI, 00'EKTUBHOCTI Ta y
CHIBIpaIli 3 TPOMAISTHCHKUM CYCHUTBCTBOM,
MMOBUHHI 320€3MEYUTH TOTPUMAHHS Ta 3aXUCT
mpaBa Ha J0CTyM 10 odiidHo1 iHdopMmaItii:

1. 3abe3neuynTd  JOCTYMHICTH Ta
IHKITIO3UBHICTH 0(illiifHOT IHDOpMaIlii, a came:

. lapanTyBatM JOCTYNHICTh Ta
IHKITIO3UBHICTh IMIOJ0 Yyciel iH(opMmarii, ska
CTAaHOBUTH CYCIIUILHUM IHTEpPEC Ta pOOUTH
BHECOK Y JWMCKYyCii 13 BaKJIIMBUX ITUTaHb,
HaJal0uul T'POMAJCHKOCTI SKOMOra Ouibiie
iHbopmarlii 0e3 MmKOIW IS HaIllOHAIBHOL
Oe3meku, Ta

. 3abe3neuyBaTd  MOJKIIMBICTH
0e3MepenIKoAHOTO JAOCTyny A0 iHdopMallii,
MOB’SI3aHOT 3 JIOBKULIAM, TI'POMAJICHKUM

3II0OPOB’SIM, SIKICTHO Xap4yOBHX IPOJYKTIB,
6e3nekoro Ta 106podyrom Taka iHopmalris
[TOBHHHA 3aJIAIIATUCS MaKCHMAaJIbHO
JNOCTYITHOIO  JUIsl ~ TPOMAJICBKOCTI, 11100

3a0e3MeUuTH NPUHHATTA MOIH(HOPMOBAHUX
pillieHb B yMOBax 30pOiiHMX KOH(QIIKTIB Ta
KPU30BHX CUTYaLlil.

2. IlinTpuMyBaTu HaJeXHUI OanaHc
MDK  3aXHCTOM IHTepeciB  HalioHaIbHOI
0e3MeKu Ta BIIKPUTICTIO, a caMe:

. 3abe3neuyBaTd, LI00 OpraHu
BJIA]IM, Y TOMY YHCJI Ti, 10 TOBHOBKEHB SIKUX

the need to maintain robust standards of
transparency, including in times of armed
conflicts, and

Realising that the right to access to
information is an essential precondition for the
activities of civil society to protect human
rights in situations where certain restrictions
are imposed due to martial law.

The participants of the International
Conference "Balancing Access to Information
and National Security - Lessons from Ukraine
during Armed Conflicts"” therefore agreed that
public authorities, guided by the principles of
rule of law, transparency, accountability,
objectivity and in collaboration with civil
society, should ensure the observance and
protection of the right to access to official
information:

1. Ensure the availability and
inclusiveness of official information, namely:
. Guarantee accessibility and

inclusiveness of all information that is of
public interest and contributes to the debate on
important issues, providing the public with as

much information as possible without
compromising national security, and
. Ensure unimpeded access to

information related to the environment, public
health, food quality, safety and welfare.
Such information should remain as accessible
as possible to the public to ensure
informed decision-making in armed conflicts
and crisis situations.

2. Maintain a proper balance between
the protection of national security interests and
openness, namely:

. Ensure that the authorities,
including those with national security




BIIHOCSTHCS MMUTaHHS rapaHTyBaHHS
HaIllOHAIBHOI  Oe3leKH,  BCTAHOBIIOBAIN
oOMEeXeHHS  JocTynmy 1o  iH(opmamii
BIIMOBIIHO  JI0  YITKUX, TepeadadeHmnx

3aKOHOM KpHUTEpiiB, 00MexXyBasu iHpOpMAILifo
Yy BHUINAAKY, SKIIO I PO3KPUTTS CTBOPUTH
peambHU PU3KK 3aNOJISHHS 3HAYHOI IIKOAN
HaI[lOHANBHIN Oe3meni, 1 HaBiTh y IbOMY
BUINAJKY PpO3KpUBAIU 1H(OpMAIIO, SKIIO
cycnuibHa HEOOXI1THICTh PO3KpUTTS
MepeBaXkae MIKOJy HaIllOHANBHIA Oe3melr,
BIJIMOBIJIHO JI0 MPUHIIMITIB MPOTIOPIIIHHOCTI Ta
HEOOX1THOCTI B JEMOKPAaTUYHOMY
CYCIIUIbCTBI; Ta

. OuiHIOBaHHA  PHU3UKY  Bij
posroJiomeHds iHGopMallii Mae BpaxoByBaTH
NpSMUN TPUYMHHO-HACHIIKOBUN 3B’SI30K 13
HACTAaHHSIM HETaTHMBHUX HachiakiB. Pusuk
3aro/IisIHHS IIKO/IM He TOBUHEH 0a3yBaTucs Ha
MPUIYIIEHHAX, HAaTOMICTh JEepXKaBHI OpPraHu
MOBUHHI HABECTH YITKI JOKAa3W 3amoIITHHS

3HAYHOI IIKOAM IHTEpecaM HaIllOHAJIBHOT
Oe3IeKH.
. Vei 3axomu,  BXKHUTI IS

oOMeXeHHs JocTyny A0 iHdopmalii 3
MIpKYBaHb HAIllOHAJIbHOI Oe3meKku I Yac
30poitHOr0  KOH(QUIIKTY,  CIIiI  BBaXaTH
TEMYacoBUMHU. LI oOMekeHHS HeOoOXI1THO
peryJIIpHO  TEperjisjaTd  Ta  HEraHo
CKacOBYBaTH, KOJM OOCTaBMHHU OUIbIIEC HE
BHIIPABIOBYIOTh IXHIO HEOOXIIHICTD,
3a0e3Meuyrour SKHAUIIBU/IIIE TIOBEPHEHHS JI0

3BHYAlHMX  CTAaHJApTIB  IPO30pOCTI  Ta
JOCTYIY.

3. 3ale3meyuTuH  CBO€YACHY  Ta
MIPOAKTUBHY myOiKarito odiniHOT
iHpopMmartii, a came:

. I'apanryBary, 110 BCS
iHpopMalis, sKa CTAaHOBUTHb CYCIUIbHHUM
IHTEepec,  ONPWIIOJHIOETHCS  MPOAKTHBHO,
PO3MOBCIO/KYBATH 10  iHpopMaIiio y
CBOEUYACHMH, BCEOIYHUMNM Ta IHKJIFO3UBHHUI

crocid Ta 3a JOMOMOT00 3aC001B KOMYHIKaIlii,
JOCTYITHUX Ha IMPAaKTHI, 30KpemMa 3acobamu
eJIEKTPOHHUX KOMYHIKalill Ta y uudpoBHX
¢dopmarax; Ta

. [TyGnikyBaT 1o iH(pOpMaIio
yepes oiiiiiHi JKepena, oo Ti, XTO OTPUMYE

responsibilities, set restrictions on access to
information in accordance with clear, legally
prescribed criteria, restrict information if its
disclosure would cause a real risk of
significant harm to national security, and even
in this case, disclose information if the public
need for disclosure outweighs the harm to
national security, in accordance with the
principles of proportionality and necessity in a
democratic society; and

. The assessment of the risk of
disclosing information should take into
account a direct cause-and-effect relationship
with the occurrence of negative consequences.
The risk of causing harm should not be based
on assumptions; instead, government
authorities must provide clear evidence of
significant harm to national security interests.

. All measures taken to restrict
access to information for national security
reasons during an armed conflict should be
considered temporary. These restrictions must
be regularly reviewed and immediately lifted
when circumstances no longer justify their
necessity, ensuring a prompt return to normal
standards of transparency and access.

3. Ensure timely and proactive
publication of official information, namely:

. Guarantee that all information
of public interest is proactively published,
disseminate this information in a timely,
comprehensive and inclusive manner and
through the means of communication available
in practice, including electronic
communications and digital formats; and

. Publish  this information
through official sources so that those accessing




n0 Hel JO0CTyH, MOTJHM MepeBipuTH i
JOCTOBIPHICTh 1 TOYHICTh, a TaKOX i
odiiiHMIA XapaxTep.

HE=

4. BnposamkyBatu HEoOXiaH1
MIPOLICIYPH Ta CUCTEMH 3aXUCTY iHpOpMaIlii, a
came:

. 3anpoBa/KyBaTH YiTK1
MPOIIEAYPH Ta IHCTPYKIIIT IS PO3MOPSITHUKIB
odiuiiftHoi 1H(popmalii, SKMX BOHU MarOTh
JTOTPUMYBATUCS TPU OOMEXKEHHI JIOCTYIY J0
iHbopmalli Ta y Tmporeci 30epekeHHs
CEKpETHOCTI 1H(pOopMallii 3 MIpKyBaHb 3aXHUCTY
HallOHAJILHOI O€3MeKn; Ta

. Po3BuBat  B3aemonilo 3
JepKaBHUMU  OpraHam, hi (6] chepu
KOMIETEHI[T SKUX BIIHECEHO TPOTHUIIIO
kibep3arpo3zaMm, 3 METOK 3a0e3MmeyeHHs
6e3nepebiitHoi poOoTH oIIITHUX HKepen Ta

30epekeHHsT  LUTICHOCTI  ONPHJIIOJHEHOI
iHpopMarii.

5. [TocumoBatu HCTUTYIITHY
BIJIMOBIIAJIBLHICTh Ta CITIBIPAIIO, a CaMe:

. Hoxnanatu 3yCHUJIb o
po30ymoBH  CHIBIpalli MDK JIepKaBHUMH
YCTaHOBaMH, BIAIMOBITAJILHUMHA 3a
rapaHTyBaHHA HAI[lOHAJbHOI Oe€3MleKu, Ta
posnopsaHuKaMu  odimiitHoi  iHpopMmarii,

30KpeMa THMH, SKi BOJIOJIIOTH CYCITUIBHO
BKJIMBOIO 1H(OPMAITIEIO, PO3TOJIOMIEHHS IKOT
MOX€  CIPUYMHUTH  3HA4YHy  3arposy
HalllOHAJIBHIA Oe3meni, i 3a0e3leueHHs
HAJIeKHOTO 3aXUCTY 000X IHTEpeciB; Ta

. Busnauatu, 3a HEOOXITHOCTI,
YqiTKI poLeaypH TUTS COUILHOTO
ONpAIfOBaHHS  3alUTIB Ha  1H(OpMAIIio

OpraHam, BiNOBiIaIbHUMHU 32 OE3MEeKy Ta
po3nopsAHUKaMu iH(OpMaIlii, YyTIUBOI IS
0e3MeKu, 3 METOI0 TapaHTyBaHHSI CBOEYACHOTO

Ta  IIUPOKOro  JOCTymy  mopsan 13
3a0e3neueHHIM notped HalllOHAJIbHOT
Oe3mneKHu.

6. CripusiTH MIBUIIEHHIO 0013HAHOCTI
PO3MOPATHHUKIB Ta TPOMAICHKOCTI PO MPaBO
Ha JIOCTYI A0 My0miuHoi iHdopMmarlii, a came:

. 3abe3neuyBaTu HaJIeXKHE
HaBYaHHSA Ta po30yAOBY MOTEHLIATY JUIS

it can verify its authenticity and accuracy, as
well as its official nature.

4. Implement the necessary procedures
and information protection systems, namely:

. Introduce clear procedures and
instructions for official information holders,
which they must follow when restricting
access to information and in the process of
maintaining the secrecy of information for
reasons of national security protection; and

. Develop  cooperation  with
public authorities competent to counter cyber
threats to ensure the smooth operation of
official sources and preserve the integrity of
the information published.

5. Strengthen institutional
responsibility and cooperation, namely:
. Make  efforts to  build

cooperation between government agencies
responsible for ensuring national security and
official information holders, in particular those
who hold information of public importance,
the disclosure of which may pose a significant
threat to national security, in order to ensure
adequate protection of both interests; and

. Establish, where appropriate,
clear procedures for the joint processing of
information requests by security authorities
and security-sensitive information holders in
order to guarantee timely and broad access
while meeting national security needs.

6. Contribute to raising awareness of
holders and the public about the right to access
to public information, namely:

. Provide adequate training and
capacity building to improve knowledge and




MiABUIICHHS PIBHI 3HaHb Ta HABUYOK
po3mopATHUKIB  oiniitHoi  iHpopmamii  a
TaKO0 0Ci0, BIAMOBITAIbHUX 32 ONPALIOBAHHS
3amuTiB  Ha IHQOpMaLil0 Ta TMPHUAHATTSI
pimieHHsT TPO OOMEXKEHHS JOCTyIy [0
iH(OopMarii, BKIIOYHO 3 0OMEKEHHSIMU 3aUIs
3aXHUCTY IHTEPECiB HAIlIOHAILHOT O€3IeKH; Ta

. JloknajaTi CHOiTBHUX 3yCHIIb
g 1H(QOpPMYBaHHA T'POMAJCHKOCTI  IPO
BAXKJIMBICTH SIK JOCTYIY A0 1HQOpMaIii Tax 1
HalllOHAJIbHOT ~0e3neku, Npo OOMEXKEHHS
JOCTymy 110 iH(opMallii, 3yMoBiIeH1 30pOHHUM
KOH(QUIIKTOM, 1[I0  TpUBae, Ta  TIpo
BIJINOB1JaJIbHE BUKOPUCTAHHSA IHCTPYMEHTIB
JOCTYIy 110 iH(pOopMaIlii.

7. HapmaBaTtm mIATPUMKY Menia Ta
KypHaIIICTaM HUIIXOM:

. BusnanHs Ta miATpUMKH poJi
MeJlia Ta )KYPHAJIICTIB y MOMHUPEHH] BCEOIUHOT
Ta JOCTOBIpHOT 0diniifHOT 1HOopMarii mix yac
30poitHUX KOHQITIKTIB, IO TPUBAIOTH; Ta

. Hananus npiopuTeTy IOCTYIy
Melia Ta OKYPHAIICTIB [0  MyOJidHO1
iHbopmarii 3 MeTor  3a0e3medyeHHs

JOCTYITHOCTI Ta IHKIFO3UBHOCTI CYCITUTBHO
BaXJIMBOI iH(OpMaIlii 4711 TPOMaJACHKOCTI .

8. CipusiTH MOHITOPHHTY Ta HATrJIsATY,
a came:

. 3abe3neuyBatd  e(EKTUBHHUMA,
IBUAKAM, HE3aJICKHUA Ta  HEOOPOTUi
MEXaHI3M OCKapKEeHHs BIIMOB Yy JOCTYII A0
iH(bOopMartii;

. CTBOprOBaTH HE3QJICKHI  Ta
e(heKTHBHI MEXaHI3MHU MOHITOPHUHTY
BUKOHAHHS  HAIIOHAJbHUX  HOPMATHBHO-
MPaBOBUX aKTIB BIIHOBITAIbHUMHU

IM0CaJOBUMHU 0CO0AMH 3 METOIO 3a0e3ICUCHHS
OajaHCy MDK HalllOHAJbHOKO O€3MeKor0 Ta
JOCTYIOM JI0 iH(opmallii; Ta

. CTBOpEeHHSI EeKCIIePTHHUX TPyl
JUIs  TPOBEACHHA  PETrYISIPHOTO  aHaI3y
3aCTOCYBaHHS Ta €(EKTUBHOCTI BiAMOBITHUX

PEryJIATOPHUX aKTiB, 13 3ATYUYCHHAM
Hpe,Z[CTaBHI/IKiB HEC3aJIC)KHUX HarjsigoBuUXx
OpFaHiB, ypany Ta T'pOMAaZAAHCBKOTO

CYCHIJIbCTBA.

skills of official information holders as well as
of those responsible for  processing
information requests and making decisions on
restrictions on access to information, including
restrictions for the protection of national
security interests; and

. Make joint efforts to inform the
public about the importance of both access to
information and national security, the
restrictions on access to information caused by
ongoing armed conflict, and the responsible
use of access to information tools.

7. Provide support to media and
journalists by:

. Recognising and supporting the
role of the media and journalists in
disseminating comprehensive and reliable
official information during ongoing armed
conflicts; and

. Giving priority to media and
journalists™ access to public information in
order to ensure accessibility and inclusiveness
of information of public importance to civil
society.

8. Facilitate  monitoring  and
supervision, namely:
. Provide an effective, prompt,

independent and inexpensive mechanism for
appealing denials of access to information;

. Establish  independent and
effective  mechanisms to monitor the
implementation of national laws and

regulations by responsible officials in order to
ensure a balance between national security and
access to information; and

. Establish expert groups to
regularly review the application and
effectiveness of the relevant regulatory acts,
involving representatives of independent
supervisory bodies, government and civil
society.




9. PosBuBaru MDKHapOIHE
CHBPOOITHUIITBO MITSIXOM:

. Hanaromxenns oOMiHy
KpalluMU TpakTUKaMHd Ta JOCBIIOM Yy

3a0e3neyeHdl OanmaHCy MDK HAIIOHATHHOIO
0e311eKO0I0 Ta IOCTYNoM 0 iH(opmaii mig gac
30poiHIX KOH(DIIKTIB; Ta

. [Momyky minTpumMku 3 OOKy
MDKHapOJHUX OpraHizaniil ans po30ynoBu
MOTEeHILlaly Ta HaJaHHA pecypciB s
e(eKTUBHOIO YIpaBIiHHA 1H(OpMaIi€o Mmij
yac 30poitHUX KOHQIIKTIB.

YyacHuku 1i€i  KOHQepeHlli, fKi
MIPE/ICTaBISIOTh JiepXKaBHI Oprasu,
HaI[IOHAJIbH1 MIpaBO3axXUCHI YCTaHOBH,

oprasizaiii TpOMaJsSHCbKOTO CYCIUILCTBA Ta
MDKHApOJH1 IHCTUTYIII1, TAKOXK OepyTh Ha cebe
3000B's13aHHS:

. JloTpuMyBaTuCsT  MPUHITUIIIB,
BUKJIQJICHHUX Y il [[exmaparrii;

. [IparroBaT pazom, 11 (010}
3a0e3eynT  3aXUCT SIK  HaIlOHAJIbHOI
Oe3rekw, TaKk 1 TMpaBa Ha JOCTYI JIO
iH(bOopMaIrii;

. [Tocriiino  mepernsgaTd  Ta
BJOCKOHAIIOBATH Hamry MPaKTUKY,
aanTyBaTHCS JO HOBUX OOCTaBUH Ta

BUKJIMKIB.

9. Develop international cooperation
by:

. Establishing an exchange of
best practices and experiences in balancing
national security and access to information
during armed conflicts; and

. Seeking support from
international organisations to build capacity
and provide resources for effective
information management during armed
conflicts.

The participants of this Conference,
representing public authorities, national
human rights institutions, civil society
organisations and international institutions,
also commit to:

. Adhere to
outlined in this Declaration;

. Work together to ensure the
protection of both national security and the
right to access to information;

the principles

. Constantly review and improve
our practices and adapt to new circumstances
and challenges.




