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No3uLia CEKPETAPIATY YMNOBHOBAXEHOIO BEPXOBHOI PAAW YKPAIHU
3 NPAB NOANHU

Cuctemu BigeocnocTepekeHHs CTan HeBig EMHUM aTpnbyToM iHOPACTPYKTYPU CydacHMUX
MmicT. Kamepu BCTAHOBAOKOTLCA Ha BYAMUAX, Y TOProBe/ibHO-PO3BAXANbHUX LLEHTPAX,
pecTtopaHax, BcepeauHi Ta 30BHi baratonoBepxoBux OyauHKIB. Hapasi 3anpoBagKytoTbcA
MObinbHI cuctemun BigeocnocteperkeHHA (ApoHu). OTpuMaHi Bigeo3anucuM MNOEAHYOTLCA
3 iHWKMMKW [AHMMWU/TEXHONOTIAMM | aHani3ylTbcA 3 pPi3HO MeTok. TexHonorii MocTiiMHO
YOOCKOHANIOTLCA, WO B CBOK 4Yepry npusBoauTb A0 PO3LWMPEHHA 06CAry NepcoHaNbHUX
AaHWX, AKI 06pobnATbCA 3@ AOMOMOrOK TaKMX cUCTeM, i Bce binblwe BNAMBA€E Ha Hawe
NpMBaTHE XUTTA.

Mpn LbOMY piBEHb 3HAaHb Ta HABMYOK BONOAINbLLIB | PO3NOPALHUKIB NEPCOHANBHUX SaHNX
LLLOAO BMAMBY CUCTEM BiAEOCNOCTEPEKEHHA HA NPUBATHICTb € HeZOCTaTHIM. HepernameHToBaHe
BUKOPMCTAHHA CUCTEM BiZEOCNOCTEPEKEHHA NPU3BOAUTL 40 NOPYLUEHHA NPaB NOANHN.

Hapasi nuTtaHHA 06pOBKM nNepcoHaNbHUX [AHUX i3 BUKOPUCTAHHAM  CUCTEM
BigeocnocTepexeHHA YUHHMM 3aKOHO4aBCTBOM YKpPaiHU He BPeryboBaHo.

Y UbOMy KOHTEKCTIi BapTO 3a3HayMTv, WO YNOBHOBa)KeHU BepxosBHOi Pagu YKpainu
3 npaB AAUHWU (gani — YNOBHOBa)KeHWIN) He € cyb’eKTOM 3aKOHOAaBYOi iHiLiaTUBK i He
NPUMMMaE pilleHb WOoA0 3aKOHOA4ABYOro BPEry/ntoBaHHA 3a3HadveHoi cdepu. Llieto dyHKUIEO
BiANOBIAHO A0 YMHHOIO 3aKOHOAABCTBA HAAINIEHI NApPAAMEHT i ypAa.

MpoTe 3rigHo i3 3akoHOM YKpaiHu «[1po 3aXMCT NEPCOHaNbHUX AAaHUX» YNOBHOBAXKEHWN
HafgiNneHMN KOMMETEHLIED 34IMCHIOBATU MOHITOPUHI HOBUX MPaKTUK, TEHAEHLIN, TEXHONOTI
3aXUCTYy NEepPCOHaNbHMUX fOaHWUX, HAZABaTWM pPeKOMeHAauii WoA0 3aCTOCyBaHHA Ha NpakTuu,i
3aKOHOZaBCTBA MPO 3aXMUCT NEPCOHANbHUX AAaHMX B OKPEMMX acneKkTax Ta po3’ACHOBaTM Npasa
i 060B’A3KN cyb’eKTIB BiAHOCUH Yy chepi 3aXMUCTy NEPCOHAIbHUX AaHUX.

3 ornagy Ha ue CekpeTapiaTom YMNOBHOBA)KEHOro 6y/I0 CTBOPEHO UEM MPaKTUYHUMA
iHCTPYMEHT, HAMOBHEHWIA peKoOMeHZauiaAMK 1  anaroputmamu, WO Mae 3abesneynTtn
OOTPUMAHHA YMHHOTO 3aKOHO4aBCTBA Ta MiXXHapoaHUX CTaHZapTIB
Y Uin cdepi 3 paHHiX eTaniB NPUIAHATTA BONOAINbLUEM pPillEHHA MPO BCTAHOBJ/IEHHS CUCTEM
BiZLeOCMNOCTEPEKEHHS.

BooHOYaC BMBYEHHA OKPEC/NeHUMX pPeKoMeHZalih [AOMNOMOXKe BOMOoAIAbUAM  Ta
po3nopsaaHUKam cdopmMyBaTH HEOOXigHY BHYTPILLHIO OKYMEHTALLIO HANIEXKHUM YNHOM.
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PO34IN I. All, WO HEOBXIOHO 34IACHUTU A0 NPUUHATTA PIWEHHA NPO
BCTAHOBJIEHHA CUCTEM BIAEOCNOCTEPEXXEHHA

Kpok 1. Ou,iHiTb, um BCTAHOBJIEHHA cucrtem BigeocnocreperKeHHA
€ NponopuinHUM i BigNoBiAHUM 3aX040M ANA AOCATHEHHA NEBHOI MeTH

Y 4acTuHi nepwin cTaTTi 6 3aKoHy YKpaiHn «[po 3axMCT MNEepPCOHANbHUX OAHUX»
BM3HAYeHO, WO MeTa 06PO6KM NepCcoHaNbHUX JaHMX MA€E ByTn chopmynboBaHa B 3aKOHAX Ta
iHWKMX HOPMATUBHO-MPABOBUX aKTaX, MOJIOMKEHHAX, YCTAHOBYMX UM iHLWKUX AOKYMEHTAX, L0
perynoTb 4iANbHICTb BONOAINbUA MEePCOHANbHUX AaHMX, Ta BigNOBIAATM 3aKOHOAABCTBY NPO
3aXMCT NepPCOHANbHUX AAHUX.

3 MeTo [AOTPUMMAHHA MPUHUMMY MNPOMNOPLIMHOCTI A0 NPUUAHATTA pilleHHA npo
BCTAHOBJ/IEHHSA CUCTEM BiZlEOCNOCTEPEXKEHHSI HEODXiAHO BiANOBICTM HA TaKi 3aNUTaHHA:

4Yn BY AE NOBHOIO MIPOIO 4N MOXKAMBO AOCArHYTH

SIKOI0 € META AOCACHYTO BHU3HAYEHOI METH LUASIXOM
BCTAHOBAEHHSI CHCTEM BWU3HAYEHOI METH BUKOPUCTAHHS IHLLIMX

BIAEOCNOCTEPEXEHHSI? LUASIXOM BCTAHOBAEHHS IHCTPYMEHTIB, Kl € MEHLU

CHACTEM IHTPY 3UBHUMU?
BIAEOCNOCTEPEXEHHA?

Bapto nam’ataty, wo meta mae 6yTm cdopmynboBaHa 4YiTKO. 3aHAATO 3arasbHO
chopmynboBaHa MeTa MPU3BOAUTb A0 NOPYLIEHHA APUHUUNY MiHiMi3auil AaHUX | CIPUYMHSE
HW3KY PU3MKIB NOPYLIEHHA NpaBa Ha NPMBATHICTb.

Yum bGinbwe nepenbaya€erbca BTPYYaHHSA Yy MPMBATHICTb BHACMIAOK 3aMpoBafKeHHA
NeBHWUX 3aX04iB, TUM BaromMillMMM MatoTb ByTK NiacTaBu Ana obrpyHTYBaHHA TAKOro BTPYYaHHSA.
Tomy ogpasy nicns BU3HAYEHHA METM NOTPIOHO OUHUTK Ta MiHIMI3yBaTM 0b6cAr NnepcoHanbHUX
OaHUX, 06pobKa SKUX 4N1A UbOoro HeobxiaHa.

Kpim Toro, wo6 OUiHWTK, YM NPOMOPLIMHMM 3aXO4OM € BCTAHOB/IEHHA CUCTEM
Bi4EOCNOCTEPEKEHHA ANA [OCATHEHHA BW3HayYeHoi MeTu, HeobxigHO CaMOCTiMHO [0BecTu
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NnoTeHUiMHy edeKTUBHICTb TakKoro 3axody i MOro nepesary Hag TUMMKU 3axogamu, L0
nepenbayaloTb MeHLIe BTPyYaHHS B 0COBUCTE KUTTS.

lpuknad. BaacHuk maz2a3uHy o0[2y nomimues eunadku 8UKpadeHHAa mosapy i npulmae
piWeHHA nNpo B8CMAHOBAEHHA cucmem 8ideocrnocmepexeHHs 3 Memoro 3anobiecaHHsA
nooanbwum Kpadixckam. lMpu ybomy oosecmu OoyinbHiCMb 3aCMOCYy8AHHA MaKozo obcsazy
B8MPYYAHHA y npusamte ¥umms liomy 6yde cKnadHo 3 02a90y Ha Me, Wo HApPasi icHytomo iHWi
iHcmpymeHmMu 3arobieaHHA KPAOiHKaM, SKi € MeHW iHMpPYy3UBHUMU.

Omce, B8/1GCHUK MQ@2a3uHy 0052y MOE pOo32/ASHYMU MOMIUBICMb BUKOPUCMAHHA
creyianbHUX MAa2HImMHUX KAircie, w0 Kpinaamseca Ha moeap i 3anobiearome (1020 BUKPAOEHH!O.

Kpok 2. OuiHiTb NOTeHLiliHi pU3MKKU gna npas cy6’eKTiB NnepcoHaNbHUX JaHUX Ta po3pobiTb
HU3KY 3axo4iB ANA iX MiHimi3ayii

Ko)KHa ntoanHa Mae nNpaBo Ha NPMBATHICTb Ta nosary Ao Hei. 3rigHo 3i crtaTtTreto 32
KoHCTUTYLIT YKpaiHK HIXTO He mMOrKe 3a3HaBaTW BTPYYAHHA B MOro ocobucrte i cimenHe Xutrs,
Kpim BUNaaKis, nepeadaveHnx KoHcTuTyuieto YKpaiHu.

Y ctatTi 8 3aKoHy YKpaiHu «[1po 3aXUCT NepcoHanbHUX AaHUX» Cyb’eKTam nepcoHabHUX
AAHUX rapaHTOBaHO HM3KY MpPaB, NOB’A3aHMUX i3 3aXMCTOM NPUBATHOTO KUTTA. TaKUM YMHOM, A0
BCTAHOB/IEHHA CUCTEM BifEeOCMNOCTEPEKEHHA HEODOXiAHO NoabaTU NPO AOTPUMAHHA NPaB TUX,
Ha Ym0 NPUBATHICTb TaKi 3aX0AM peanbHO YX NOTEHLINHO BNIMBATUMYTb.

Hacamnepep, ouiHiTb 6anaHc MixK 3axogamun, obpaHnMKU AN AOCATHEHHA METH,
i piBHEM AOTPUMAHHA NPaBa Ha HEBTPYYAHHA Yy NPUBATHE XKUTTA.

Ona uboro BU3HauyTe:

v’ 30KOHHICMb nidcmas 074 06pO6KU NepcoHanbHUX OaHUX, Wo 06pobasomscA
3 BUKOPUCMAHHAM cucmem gideocriocmepexceHHA (cmammsa 11 3aKOHy YKpaiHu
«[1po 3axucm nepcoHanbHUX OAHUX»);

v AKUM € Kono cyb’ekmie nepcoHanbHUx 0aHUX, MPaAso HA NPUBAMHICMb AKUX PeasbHO
Yyu nomeHuiliHO 3a3Hasamume 8mpy4aHHA 8HACNIOOK 8CMAHOB/IEHHA cucmeM gideo-
crnocmepexeHHs;

v’ aKk nogidomaamumyme cyb’ekmie npo ernsue 6CMaHoes1eHuUxX 3ax00i8 Ha iXHIO rpuea-
MHicme, NPo Mmemy empy4YaHHA | 3ax00u, W0 8xuUsaomMbcs 0414 be3neku ixHix nepco-
HAAbHUX OQHUX;

v’ aK 3a6e3ne4ysamumemsbCa HaAeHHA AKICMb OaHUX;

v’ akux 3axodie 6yde emumo 014 MiHIMi3ayii O0aHux, wWo 06pobaaromeca
3 BUKOPUCMAHHAM cucmem gideocriocmepemeHHs;
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v’ 4u nepedba4aeMoCA 3a7ayYeHHA IHWUX Pi3UMHUX YU OPUOUYHUX OCI6 y AKoCMi po3rno-
PAOHUKI8 nepcoHanbHUxX 0aHUX ma fK 30ilicHroeamumemsca 3abe3neyeHHs ix 8idno-
B8iIOHOCMI B8UMO2aM YUHHO20 3AGKOHOOABCMEBA PO 3aXUCM MepPCoOHAAbHUX OaHUX
(cmamms 4 3akoHy YkpaiHu «[1po 3axucm nepcoHasnbHUX OAHUX»);

v’ AKi opaaHizayiliHi ma mexHiyHi 3axo0u excusamumymsca 014 3arnobi2aHHA HECAHKYi-
OHosaHoMy docmyny 00 MepCcoHAsAbHUX OGHUX Ma AKi 3axo00u 8xuU8aMUMYMbCA
y pasi AKW,0 8i06ysca suMiK NepcoHAAbHUX OQHUX;

v 4yu nepedbayaemosca MpaHCKOpPAOHHA rnepedaya nepcoHanbHUx OaHUX i AKi 3ax00u
exusamumymecs 0718 moeo, ujob eoHa bys1a MAKCUMAs1bHO 6e3rneYyHor
(cmamms 29 3akoHy YkpaiHu «[1po 3axucm nepcoHaAbHUX OAHUX»).

OuiHiTb NOTeHUiiHi puU3MKM Ta OyAb-AKYy LWKOAY, WO MOXKe CNPUYUHUTU
nepeab6auvyBaHa 06po6Ka BHACNifOK BCTAHOBAEHHA CUCTEM Bif,eocnocTeperkeHHsA, 30Kpema:

\

nepewkKoou y peanizauii 6yos-aKux npae cyb’ekmamu nepcoHaMbHUX OAHUX;

\

empamy cy6’ekmamu nepcoHanbHUX OAHUX KOHMPOsK HAO 8/ACHUMU MepCcoHasb-
HUMU 0aHUMU;

v’ duckpumiHayito y 6yde-aKili gpopmi;

v’ HE3aKOHHe MpUBsacHeHHs Yugppoesoi ideHmuyHocmi;

v’ waxpalicmeo 3 UKPAOEHUMU MepcoHANbHUMU OaHUMU;

v’ 3a80aHHA WKOOU pernymauii;

v noemopHy ideHmudikayito ncesdoHiMizo8aHuUX OaHUX;

v 6ydb-AKka iHwWa wkKoda, 3a80aHa cghepi nNpusamHo20 xummsa abo CcrpuyuHeHa
B8HAC/MIOOK 8MpPamu KoHgioeHyiliHocmi;

Konu BMU3HAueHO MOXAMBI pU3MKKM Ta iXHi A)Kepena, HeobxigHO obpartu
KOHKPETHi 3aXxo4uM oA noganbluoi MiHiMmisauii KOXXHOro pusmnKy, Hanpuknag:

v 8HeceHHA 3MiH 00 MOAIMUKU MPUBAMHOCMI, 8paxosyoyu iHmMepecu cyb’ekmis,
i HOOQHHA iIM AKOMO2a KOHKpemHiwoi iHghopmauii (ni0 Yac po3pobaeHHs noaimuxku
npusamHocmi i ii MosHUx 8epcili HeObXIOHO MAKoXC 38axcamu HA me, 4yu cyb’ekmu
NepcoHanbHUX OaHUX, HA Npasa AKUX enausamume 8i0eocriocmepex eHHs,
€ BUK/HOYHO 2pOMAOAHAMU YKpaiHu);
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v’ 3a6e3nevyeHHA cy6’ekmie NepCcoHanbHUX OGHUX PeasnbHUM, WEUOKUM i 3p03yMinum
IHcmpymeHmom 014 peanizayii npas, 30kpema, ompumMaHHa iHgpopmayii wodo enau-
8y Ha iX npusamHicme, 3anepevyeHHA npomu obpobKu C80IX MepCcoOHANbHUX OAHUX
i 8idmosu 8i0 Hei, Oe ue MoMIUBo;

v’ npuliHammas piweHHA npo 8idmosy 8id 36UpPaHHA NesHUX Kame20pili AaHuUX;

v’ 8iOMo8a 8i0 MIOKAOYEHHA KOM'IOMepHOi MexHIKU, WO BUKOpUCMO8yeEMbCA 04
06p0o6Ku 0aHux, 00 Mepexci IHmepHem ma aemomamu4Ho20 niokar4eHHA 0o WI-FI;

v’ 3MEeHWeHHA Kyma 027190y Kamep, ujob 80HU OXOMA8asaAU MeHWy 4acmuHy npocmo-
py/MeHWy KinbKicms cy6’ekmie nepcoHanbHUX 0aHUX;

v’ npuliHAmms piweHHa npo 8idmosy 8i0 euKOpUCMAHHA A0OAMKOBUX MEXHOs02il,
30KpemMa pyHKYil aydiozanucy, 8ideoaHanimuKku (nesHux sudie Kamezopu3sauii 0aHUX
abo noedHaHHA/cniegiOHOWEeHHA gideo3anucie i3 6y0b-AKUMU iHWUMU OQHUMU,
HAA8HUMU y cucmemi, po3ni3Ha8aHHSA 06auU4YYS Mouwjo);

v’ 8idMo8a 8i0 30cmocy8aHHA aemomMmamu4Hoi 06pobKU NepcoHanbHUX OAHUX, W0 Ha-
8imb onocepedKo8aHO MoMce crpudyuHuUMuU 6yde-aKi Nnpasosi HAcniOKu 0718 cyb’ekma
nepcoHanbHUX 0aHux abo npuzsecmu 00 OUCKPUMIHAYiT;

v’ CKOpOYEHHA CMPOKie 36epexeHHs NepcoHanbHUX OaHUX, 8CMAHOB/EHHA MpPasus
i mexHonoeili cucmemamu4yHo20 08MOMAMUYHO20 8UOAMNEHHA 8i0eo3anucie, aHasi-
MUYHUX OGHUX, CUCMEMHUX OAHUX, W0 AKYMYs/HMbCA 8 peecmpauiliHux galinax
cepsepis, moujo;

v exwummsa 0odamkosux mexHiYHux 3axodie 6esneku (wugpy-
B8AaHHA, 0bmexceHHa docmyrny 00 OAHUX WAAXOM 8CMAHOB/IEHHSA
K/Ko4vie, asmopu3auyii i asmomamuyHo20 102Y8AHHA KOHHO20
docmyny 00 3anucie, aHAAIMUYHUX OAHUX i MpoeedeHuUX onepa-
yili 3 HUMU, 8cmaHosneHHA 3axucmy 8i0 MITM-amak);

v’ 3a6e3ne4yeHHA HABYAHHA MepCcoHasny wWodo ynpaesniHHA pusuKa-

MU, Wo Moxyme ersiueamu Ha npueamHicmb;

v KOHKpemus3auia y200 i3 po3nopa0HUKamu i mpemimu ocobamu, 1

8CMAHOB/AEHHA YimKux eumoz 00 06MiHy nepcoHasnbHUMU 0a-
HUMU ma ix 06pobKu;

v po3pobaieHHA B8HYMPIWHIX Npasun wooo MIHIMI3auii pu3uKis, Wo MAaKoX Marme
b6ymu yacmuHor 0608°s3Ki8, MOKAAOeHUX Ha po3rnopAa0HUKie | mpemix ocib y pasi ix-
Hb020 3a/1yYeHHSH;

v’ npuliHAMmMs piWeHHA Npo aHOHIMI3ayiro ma rnceédoHIMi3ayito OaHUX;

v’ npuliHAMMs piWeHHA MpPo 8UKOPUCMUAHHSA [HWOI MexHos102ii, AKa € MeHW iHMpy3ue-
HOo;
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v’ 6y0b-AKi iHWI 3ax00u, CNPAMOBAHI Ha MiHIMI3auito pu3ukie ma 36a71aHCY8aHHA 06pa-
HUX 3ax00i8 017 0ocA2HeHHA 8U3HAYeHOi Memu 3 NPaAsom cyb’ekmis nepcoHaNbHUX
O0QHUX HG HEBMPYYAHHA Y NPUBAMHE HUMMA.

Kpok 3. OuiHiTb HeobXxigHy KinbKicTb i TMN Kamep, napameTpu AKUX 6yayTb NponopuiiiHi
BU3HA4eHil merTi

BaxknnBe 3HayeHHA AAA MiHiMi3auil pM3MKIB Ma€e NpaBuAbHE pPO3TalyBAHHA Kamep
BileocnocTeperkeHHs,, TOOTO BCTAHOBAEHHA iX TaKMM 4YMHOM, WOO 300paxKeHHs mano
HeobXiaHY AKICTb, OCBIT/NIEHHA | PO3LWMPEHHA Ta OXOMN/OBANO BUKAKOYHO Ty YAaCTUHY NPOCTOpY,
LLLO € HeOobXiaHOO | AOCTAaTHLO ANS AOCATHEHHA BU3HAYEHOI MeTH.

MpuKknad. BaacHUK 8iOKPUMO20 7iMHLO20 PEecmMopaHy,
pPO3MaAWO0BAHO20 Y MEMAX MAapPKOBOI 30HU, NPUUMAE piuleHHs
npo 8CMAHOB/AEHHA CUCMEM 8i0e0CrnocmepexeHHs 3 Memoro

niompumMaHHaA nopAOKy | 3anobi2aHHA KPAOQiHKAM Yy MeHax
pecmopaHy.

M0 wuac ecmaHosneHHA Kamep liomy HeobxiOHO
epaxysamu, Wwo Kym 027140y Kamepu MAE obmexysamucsa
BUK/IIOYHO Mepumopiero pecmopaHy i npuaeanux npumMiujeHs
(30H 8x00y/8Ux00y, NapkKiHay, micyb 8i0eedeHuUX 014 3aAUWEHHSA
peuyell, moujo) 6e3 oxorseHHA 30H 8i0MOYUHKY Y MeX(ax NapKy ma cycioHix 6ydisesns.

TaKOMC 8/1GCHUK pecmopaHy MAE nam’amamu, wo Kym 0271480y Kamep He Mo8uUHeH
3aX0Ma8aMuU OKpemMi YacmuHu pecmopaHy abo npunaezni npumilyeHHs, 8 AKuUx cy6’ekmu
Marome Po3ymMHe OYiKy8aHHA Mosazu 00 npusamHocmi (30HU e8bupasneHs, 8aHHI KiMHamMu,
p030s2aabHi mow,o).

Lono akocTi 306parkeHHs Bigeo3anucy, TO Po3Mip i posginbHa 34aTHICTb KiHLEBOro
306parkeHHsA Ma€E BaXKNMBE 3HAYEHHA Y KOHTEKCTI AOTPUMAHHA NPUHLMNY NPONOPLiMHOCTI.

Y pasi 3a4iicHEeHHA BigeocnocTepeXeHHa, 3 MeTow igeHTudiKauii ocobn HeobxigHo
06paTn Kamepy i3 BUCOKOIO AKICTIO 3006pa*KeHHA, OCKi/IbKM BUKOPUCTAHHA Kamep i3 HU3bKOK
AKICTIO NPONOpPLiMHO 36inblye MMOBIPHICTb NOMWAKOBUX 36iriB, WO CTaBuUTb Mif, CYMHIB
OO0CATHEHHA BU3HAYEHOI MeTH.

Pasom i3 TMM, AKLWLO BigeocnocTepekeHHA 34iMCHIOETbCA 3 METO, WO He nepenbayae
ineHTndIKauii, a AnWwe, Hanpuknag, BUSBAEHHA NepeMmilleHHA OKpemmx Cyb’eKTiB, CYKYMHOCTI
nogen abo Tpacdika, BCTAHOBJ/IEHHS KaMep i3 BMCOKOK PO3AibHOK 34aTHICTIO | MOMKAMBICTIO
MacwTabyBaHHA € HAA/NMLWIKOBMM 3aX040M ANA AOCATHEHHA METU, TOMY Yy LbOMY BUNAAKY Big
TAKMX Kamep BapTO BigMOBUTUCD.
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KpoK 4. OuiHiTb, UM € HeobXigHMM i NponopuitHUM ANA AOCATHEHHA MEeTU BUKOPUCTAHHA
[0AATKOBOro TeXHIYHOro GyHKUiOHaNy, WO € B OKPEMUX TUMAX Kamep
"  mexHon02ia po3ni3HasaHHA 06auyv4a (TPO)

Y 38’A3KYy 3i WBMAKAM PO3BUTKOM HOBUX TEXHOJIOriN
i umoposizauii binbwocti chep KuTta TPO (30Kpema B pexuMi
peanbHOro Yyacy) WBMAKO NOLWMPHOETLCA Y CBITI.

TPO — ue aBTOMaTM30BaHa 06pobKa umdpoBmx 306parkeHb,
WO MiCTATb NOACLKI 061M4YA, B peXXMMI peanbHOro Yacy 3 MeToto
ineHTMdikauii, asTeHTUOIKaLii, Bepudikauii abo KaTeropusau,i
cyb’ekTiB  nepcoHanbHUX AaHux. Cuctema nobyaoBaHa Ha
ineHTUdiKauii ocobu uyepes npodinb, AKMN 3bepiraeTbca B Hasi
AaHnx y dopmari poTo Ta Bigeo.

TPO € npuknagom TexHonorii, wo o06pobnae 6GiomeTpuuHi  AaHi, AKi
cTaTtTeto 7 3akoHy YKpaiHm «[1po 3aXUCT NepPCOHaNbHUX AaHUX» BigHECEHO A0 YYTAMBUX AAHUX,
Woa0 06p0ob6KM AKMX BCTAHOBIEHO 0COB/IMBI BUMOTMU.

biomeTpuuHi AaHi AalOTb 3MOry TOUYHO iAeHTUGIKYBATU NIOAUHY Ha OCHOBI ii
6ionoriyHMX un nosegiHKOBUX 0COBAMBOCTE, TaKUX, AK BiAOGUTKM nanbuis,
paiigy*Ha 060/10HKA OKa abo pucu o06aunuua. Ui ocobamsocTi 6inblw nocrinHi,
HiXK iHWI nepcoHanbHi AaHi. [aHi Npo 306pa)KeHHA NIAUHU MOXKYTb 6yTH
BUKOPUCTaHI ANA TOUYHOI iaeHTUdIKaLil 0cobu B pi3HUX KOHTEKCTax, a TaKOX
ANA aHanizy abo BU3HAUEHHA iHLWMX XapaKTEPUCTUK, TaKUX, AIK BiK, CTaTb UM
€THIYHA NPUHANEXKHICTb.

Takum 4ymHOM, 06pobKa GiomMeTpuYHMX AaHWX MA€E 3A4iMCHIOBATMCA Ha NigcTasi Ta
BiAMNOBIAHO [0 BMMOr YMHHOIO 3aKOHOZABCTBA, WO Oyno nigTBEpPAKEHO OCTaHHLOK
€BPOMENCHKOIO MPAKTMKOI. 3arajibHUM pernameHT npo 3axucT gaHux (GDPR) aHanoriyHo ao
YMHHOTO 3aKOHY YKpaiHKU «[po 3aXUCT NepCOHANbHUX AAHUX» 03BONAE 0OPOOKY TaKMX AaHMX
Nnwe y BUMHATKOBMX BUNaZKax Ta 32 YMOBW BCTAHOB/IEHHA BiANOBIAHMX rapaHTii, afanToOBaHUX
nig ui pusmkWM. OMpeKkTnuBa NPO 3axMCT AaHUX Yy 3B’A3KY 3 MPAaBOOXOPOHHOW AiANbHICTIO
KEPYETbCS TiEHD CAMOIO NOFiKOW, A03BOAAOYM 06p06AATH TaKi AaHi nvwe y BUNAgKax, Koau
BOHM € abCONOTHO HEObXiAHMMN ANA [OCATHEHHS METHU.

Mpuknad. Y nromomy 2019 pory TPO byno enepuie eKcrepumeHmasnbHO 8UKOPUCMAHO
y ®paHyii 3 NpasooxopoHHOK Memoro Mmi0 4Yac KapHaeany y micmi Hiyya. e cnpu4vuHuso
b6azamo Ouckycili wo0o 8naAu8y mMmexHoa02ii HA npueamMHicme, 30Kpemda Yy [NOEOHAHHI
3 icHyroYumu y ®paHyii amomamu3osaHUMU MPUKOPOOHHUMU ryHKmamu rponycky « PARAFE»,
AKi npayrorome Ha ocHosi TPO ma asmomamuyHo ideHmugikyrome cyb6’ekmie nepcoHanbHUX
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OaHUX WAXOM MOPIBHAHHA IHGpopMauii, 34umaHoi 3 nacnopma, 3 iHPOPMaUieto, oOMmpuUMAHOH
30 pe3ynbmamamu po3ni3Ha8aHHA 06auY4s cyb’ekma 8 pexcumi peasnbHo20 Yacy.

BukopucmaHHAa mexHonoeaii y Hiyyi 6yno cxeaneHo ppaHUy36KUM pe2ynamopom y ceepi
3axucmy nepcoHanbHux 0aHux (CNIL). Pazom i3 mum He 8cCi eKcriepumeHmMasnbHi NPOeEKmMuU, 34
pesynbmamamu aHanizy CNIL, susHaHi makumu, wo 8ionosioaromes 8UMO2aM 30KOHO0a8CM8a
npo 3axucm nepcoHanbHUx 0aHux. Hanpuknao, npoekm, wjo nepedba4yas CKaHy8aHHA 0b6auUYYA
y cepeoOHix WKonax, He 6ys0 CX8AsnEHO (PAHUY3bKUM pe2yasamopomM yepes HegionogioHicme
3azanbHOMy peaniameHmMy npo 3axucm OaHUX.

"  pPO3Mi3HABAHHA HOMEPHUX 3HAKie aemomobinie

3rigHO 3 YMHHUM 3aKOHOM YKpaiHW «[1po 3aXUCT NepCOHANbHUX AAHUX» NEepPCOHaANbHI
AaHi — Uue BigOMOCTI UM CyKyMHiCTb BigomocTel npo ¢isnyHy ocoby, AKa iaeHTudikoBaHa abo
MOKe BYTU KOHKPETHO iaeHTUiKoBaHa.

3BaKarouun Ha HE3BOPOTHICTb EBPOIHTErpaLiMHOro Kypcy YKpaiHu, 3akpinaeHoro Ha piBHi
KoHcTuTyuii, Hapasi TpuBae pedopmMyBaHHA 3aKOHOAABYOrO peryntoBaHHA chepu 3axucrty
nepcoHanbHUX AaHUX 3 METOI0 NpUBeAEeHHA HalioHaAbHOro 3aKOHOAABCTBA Y BigNOBIAHICTL A0
Kpallux EBPONENCHKUX CTaHAAPTiB 3aXMCTy NpaBa Ha NPMBATHICTb.

Y BepxoBHiit Pagi YKpaiHM 3apeecTpoBaHO HOBUIM MPOEKT 3akoHy «[lpo 3axucT
NepCcoHaNbHUX AAHUX», PO3POBNEHWNI i3 ypaxyBaHHAM BUMOT [0 3aXUCTY NEPCOHANbHUX AaHUX,
BigobpaxeHMx y 3aranbHOMY perfiaMeHTi NPOo 3aXUCT [AHUX, 3 METOK iMnaemeHTauii horo
NONOeHb B YKPaAiHCbKe 3aKOHOA4ABCTBO.

3aranbHUM pernameHT Npo 3axMCT AaHUX BM3HAYAE NEpPCOHaNbHi AaHi AK Oyab-AKy
iHbopmaLito, Wo cTtocyeTbcs Pi3nyHOi 0cobu, AKY iAeHTUDIKOBAHO UM MOXKHA iaeHTUdIKyBaTH.
Mpun uboMy BM3HAYAETLCA, WO di3nyHa 0coba, AKY MOXKHA iAeHTUIKYBATH, € TAKOIO, LLO MOXKe
6yTH iaeHTMdiKoBaHa npamo abo onocepenKoBaHO, 30KPEMa, 3a TaKUMU ifAeHTUdIKaTopamm, AK
im'a, ineHTMdiKauiiHMit Homep, AaHi Npo MicuenepebyBaHHA, OHNaMH-igeHTUdIKaTOp abo 3a
OOHUM UM AeKinbKoma ¢aKkTopammn, WO € BU3HaYaAbHUMKU ana ¢isnyHoi, ¢i3ionorivyHofi,
reHeTUYHOI, PO3YMOBOI, EKOHOMIYHOI, KY/IbTYPHOI YK coLiaibHOI CYyTHOCTI TaKoi pisnyHoi ocobu.

YpaxoByloum Kpawmii eBponeiicbKMn [0CBig, nepes NpUAHATTAM PilleHHA NPo
3aCTOCYyBaHHA TEeXHOJOrii po3ni3HaBaHHA HOMEPHUX 3HaKiB aBTOMOb6iniB BapTo
YyCBigOM/IIOBATH, WO Le AaHi, AKi A4alTb 3MOry onocepegKkoBaHO 34IMCHUTU
ineHTUdikauito ocobu. Lle o3Hauae, WO TaKi JaHi y NOEAHAHHI 3 iHWOO
iHpopmauieto abo TexHonorielo (HaNnpuKnag, po3nisHaBaHHA 06/1M4) MOXKYTb
ineHTMdiKyBatm ocoby i coopmysatm npodinb wWoao ii noseaiHKw,
nepemilleHHA i NPUBATHOrO XXUTTA 3arajiom.

OT)Ke, Mig, Yac NPUNHATTA pPilUEHHA NPO BUKOPWUCTAHHA TaKoi TexHoJorii HeobXxigHo
BPaxoBYyBaTW HAABHICTb 3aKOHHOI NiACTaBM, MeTYy BCTAaHOB/IEHHA BigeOCNOCTEpPEXKEHHS,
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cneundivyHi pU3MKK, AKI LA TEXHO/IONA MOXe MaTM ANA NpaBa Ha NPWBATHICTb, i y pasi
NPUNHATTA PilLeHHA NPOo ii BUKOPUCTaHHA Po3pobuTn BignoBiAHI 3axoan Ana MiHiMi3aUil Takmx
pU3UKiB.

= aydiogikcayin

3 ornAgy Ha Te, WO HA CbOroAHI iCHYE BENMKA KIiNbKICTb Kamep i3 MOXKAMBICTIO
ayaiodikcauii, nig yac BuMbopy TMNY Kamepu aAna MabyTHbLOro BifeocnocTepexeHHA HeobxiaHo
BM3HAYMTKM, YN iCHYE 3aKOHHA NiactaBa gna obpobKu ayapiodpannis, AKi MicTATb, 30Kpema AaHi
NPO ro/I0C OKpeMmx Cy6’eKTiB Ta NMPO NpeaMeT iXHiX NMPUBATHMX PO3MOB Yy NyBAIYHMX MicusX,
i OLiHNTK, UM € 0OpPOBKa TaKMX AaHMX HeOobXigAHUM i NPONOPLIAHNUM 3aX0A40M AN AOCATHEHHSN
BM3HAYEHOI METU, HANEXKHUM YNHOM OOIPYHTYBaBLUM LLE.

Y pasi BigCYTHOCTI 3aKOHHMX niacTtaB AnAa obpobku ayaiodannis Ta y pasi AKWO
BM3HAYEHOI METU MOKHA [AOCArTU MeHW iHTPY3UBHUM LWAAXOM BaApPTO BiAMOBUTUCHL BIA,
BMKOPUCTAHHA Kamep, Wo MiCTATb PyHKLtO ayaio3anucy.

= 6e3ninomHuii nimanvHuli anapam (OpoH)
Ha cborogHi ApOHM aKTUBHO BWMKOPUCTOBYHOTbCA ANA Pi3HUX
uinen, 30Kpema: o0cobuctux nobyToBMUX; MNPABOOXOPOHHUX;
npodecinHnUX i KOMepuiMHMX, HanpuKknaga, A4AA MOHITOPUHrY
6e3neKkn npuUMilLeHb, MOHITOPUHIY BaXKOAOCTYMHUX O0O’EKTIB
iHOPACTPYKTYPU, MOHITOPUHIY CTaHY MPUMILLEHb Ta OLIHKM
36MTKiB.

OpfHak BapTO YCBiAOMANIOBATH, WO BUKOPUCTAHHA APOHIB
MOXKe BYyTU HEeNnoOMITHMMM NPOTArOM TPMBAMOrO Yacy i BogHoYac
36upatn baraTo nepcoHaNbHUX AaHUX, Y TOMY YMCAi M YYTAMBKX.

€BponencbKkomy A0CBigy Y Ui chepi npuTamaHHe 3acTOCyBaHHS Pi3HUX nigxoais Ao
BUKOPUCTAHHA [APOHIB (Ta BifeOCNOCTEPENKEHHA 3arasiom) 3a/eXKHO BiA uinen (ocobucTi
nobytosi/npodeciiHi abo KomepuinHi noTpebun). 30kpema, y pasi 3acToCyBaHHA APOHIB ANA
BiZIEOCMNOCTEPEKEHHSA Y LiIAX BiAMIHHMX Bif, nobyToBUX BONOAiNbLI 300608’'A3aHi 3abe3neynTn
BiAMNOBIAHICTb 3aCTOCYBAaHHA APOHIB YMHHMM BMMOram 3aKOHOAABCTBA y cdepi 3axucty
NepPCOHaNbHUX AAHUX.

MobinbHicTb ApoHa MOXe CNPUYUHUTU ObMmelKeHHA HU3KKU npaB cy6’eKTiB

| 7
~N . .
‘__f nepcoHanbHUX AaHUX. 30Kpema, No36aBuUTH iIX MOXKAUBOCTI 6e3nepellKoaHo
/ . oTpumaTtu iHpopmauilo Wwo[0 34iACHEHHA TAKOro BigeocnocTeperKeHHs.
o

Mpu ubomy B cTaTTi 8 KOHBEHLi NPO 3axMCT NpaB AHOAMHN | OCHOBOMOJIOXKHUX cBOb6OA,
AKa paTudikoBaHa i € YACTMHOM HaLiOHAaNbHOro 3aKOHOAAaBCTBA YKpaiHM, nepenbayvyeHo, WO
KOXXEH Ma€ NpaBO Ha MoBary 4O CBOrO0 MPUBATHOrO i CiIMEMHOro KWUTTS, A0 CBOrO KUTAa
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i KopecnoHAeHUji. BogHo4ac opraHu AepyaBHOI BAaAn He MOXYTb BTPYYaTUCb Y 3A4iNCHEHHA
LbOro npaBa, 3a BWHATKOM BWMNAAKIB, KOAW BTPYYaHHA 3AiACHIOETLCA 3riAHO i3 3aKOHOM
i € HEOOXiAHMM Y AEMOKpPaTUYHOMY CYCNiNbCTBI B iHTepecax HauioHanbHOI Ta rpomasnCbKoi
6e3nekn UM eKoHoMiYHoro Ao6PobyTy KpaiHKU, ANA 3an0obiraHHA 3aBOPYLUEHHAM YW 3/104MHAM,
ANA 3aXMCTy 340Pp0B’A UM Mmopani abo AnAa 3axmcTy npas i cBo604 iHWKX ocib.

BigTak npu NpUUHATTI pilleHHA Wo[40 BUKOPUCTAHHA APOHA ANA 34iUCHEeHHA

; 11,(‘(- BifeocnocTepe}KeHHA 3 BM3HAYEHOK NONepesHbO METOK BONOAINbLIO
X Ba)X/INBO BPaXxOBYyBaTH:
v HaABHICMb 30KOHHOI Nidcmasu 011 (i020 30cMOCY8AHHS;
v 0OMPUMAHHA NPUHYUNy nponopuyiliHocmi ma 36aaaHcosaHocmi npas,

AKul o3Ha4ae, wo byodb-aki obmexcysasnbHi 3axo0u marome gionogidamu cymi
OCHOBHUX npas i ce0600 ma b6ymu HeobxiOHUMU 3axo0amu y OeMOKPamu4YHOMY
cycninscmei.

OT:Ke, Ti UM iHWI 3axoau, WO nepeabayaloTb 06MeKeHHA NpPaB, BXKMBAKOTbLCA
BUK/IIOYHO 3a YMOBM [0BeAEHOCTi iX NOTeHUiliHOI nepeBarn AnAa uinewu
cycninbcTBa Haa TMMM 3acobamu, AKi nepepbayaloTb mMeHLWe BTPYYAHHA
B ocobucre xurra.

Y pasi npuiAHATTA  pilleHHs MpPo  BUKOPWUCTAaHHA ApOHA AnA  3A4iMCHEHHSA
BiZIEOCMNOCTEPEIKEHHA BOJIOAINbLUIO HEOOXiAHO BXWUTM BCIX MOMAMBUX OPraHisaLiiHUX
i TexHi4yHMX 3axoais AnA 3abesneyeHHA NpaB Cyb’€KTIB NEPCOHaANbHUX AaHWUX Ta MiHimizauii
pU3UKiB.

Mpuknad. BaacHuK meneKomyHIiKauiliHoi  Komnadii  npuliHAg8  piWeHHA  npo
BUKOPUCMAHHA OPOHA 3 Memoro 3UOMKU PeKaamMHOo20 PosuKa.

3 mMemor HanexHoz20 rnogioomMsaeHHA Wo0o 30ilicHeHHA esideo3arnucy 3a O00MOMO20H
OpoHa 87acHUK rnepedbayus creyiasnsbHy gopmy o0s2y 014 ocobu, wo Kepysamume OPOHOM,
AKA € NOMIMHO0, | cueHanizysamume rnpo me, KUm 30iliCHIOEMbCA 8i0eocriocmepex eHHs, ma
dae moxugicme cyb’ekmy nepcoHanbHUX OAHUX 38epHymucs 3a 0emasni3o8aHoH
iHgbopmauiero.

Takox y mexcax npocmopy, AKul nompanndae 00 Kamepu, 3a Kinbka OHi8 00 3UOMKU
pPO3MawosaHo mum4yacosi MobisibHi nonepeoxcysasbHi 3HaKuU/mocmepu.

Kpok 5. OuiHiTb HeobXxigHi cTpoku 36epiraHHA 3anucis BigNOBIAHO A0 uineh Ta po3pobitb
npasuaa ix CUCTEMaTUYHOIO BUAANEHHA

3 meToto 3anobiraHHA MOXAMBMM MOPYLUEHHAM NpaBa Ha NPUBATHICTb A0 MPUAHATTA
pilleHHA NPO BCTAaHOBJIEHHA CUCTEM BiAEOCNOCTEPEKEHHA HeobxigHO nepeabaynTu
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AOTPUMAHHA NpUHUMNY obmexeHoro 36epiraHHA [aHUX, AKMA MONAArae B TOMY, WO
nepcoHanbHi AaHi MOXKyTb 36epiraTnca y popmi, Wo AAE MOKAMBICTL iAeHTUDIKYBaTU cyb’eKTiB
He [0BLUE, HiXK Le HeobXiAHO ANA AOCATHEHHA BU3HAYeHOi MeTu.

Y [eAKkux BMMNagKax NepcoHanbHi AaHi MOXyTb 36epiratuca npoTtarom 6inbly TpMBaAmx
nepioAis, NpoTe nvwe A0TU, AOKWM BOHW ONPaLbOBYIOTLCA BUHATKOBO AN1A AOCATHEHHA 3HAYHOrO
CyCninbHOro iHTepecy, uinen HayKoBOro Y iCTOPUYHOro AOCNiAKeHHA abo CTaTUCTUYHUX Linen
i 338 YMOB BXUTTA BignoBiAHNUX TEXHIYHUX Ta OpraHi3aLiMHMX 3aX0AiB 3341 rapaHTyBaHHS Npas
i cB0b0A cyb’eKkTa AaHuUX.

~ | 7 JoTpumaHHA npuHUMNy obmexeHoro 36epiraHHA fAaHUX MOXKe 6yTu

- . N N
— 3abe3neyeHO WAAXOM BCTAHOB/NIEHHA YiTKMX NPaBUA BUAANEHHA Bigeo3anucis
/ = ™ inoB’A3aHMX i3 HUMM AAHMX 32 NEBHUM PO3K/NAA0M.

Tomy [0 NPUAHATTA PilLEHHA NP0 BCTAHOB/JEHHA CUCTEM BigEeOCNOCTEPEXKEHHS
BOJIOAiNbLUIO HEobXiAHO nonepeaHbO BM3HAUYUTU CTPOKM 36epiraHHS Ta po3Kaag, BUMAOANEHHSA
OaHUX i AK byae opraHizoBaHoO Li npouecu.

BuaaneHHs MOXKHa 3abe3neynTn AK aBTOMaTUYHO, TaK i 3a
OOMOMOrOK0  YNOBHOBA*KEHWX  MPALIBHUKIB, SAKMM  HagaHo
HeobXiaHWIM piBeHb A0CTYNYy A0 AaHuX, abo 3a A0MoMOroto
BUKOPUCTAHHA KaMep i3 MOMMBICTIO 34IACHEHHA LUMKNIYHOro
3anucy, TO6TO cCUCTEMATUYHOrO aBTOMATUYHOrO nepesanucy
MmaTepiany Ha OAMH i TOM CaMMn HOCIM.

Mpuknad. i0 yac npoesedeHoi Ogpicom IHpopmayiliHo2o
Komicapa CnonyuyeHozo Koposniscmea nepegipku 6yno eussneHo, ujo [loniyis [lie0eHHo20
Yenocy 36epizana 30ilicHeHi gideozanucu npomsazom 31 OHs, a YnpasniHHA noniyii /IoHOOHa —
npomsazom 30 OHis. [lpu uybomy ob6udsi cnyxbu noniyii eudansanu 3anucu, 30ilcHeHi
3 BUKOPUCMAHHAM MexHOos0e2ii po3nizHasaHHA 06au44s, nicaa ix obpobku eidnosidHo 0o
8CMaHoB/eHOoI Memu, AKW0 He byso cueHany mpusoau abo 36iz2y.

3aKoH npo 3axucm OaHux Crnosny4yeHozo Koposniscmea (DPA 2018) He scmaHo8/1t0€
KOHKpemHuUXx 2pagikie 36epexceHHA 058 OKpeMux murnie 0aHux, 0OHAK yci niopo30inu noaiyii
CnonyyeHoz2o Koponiscmea nionopsaoKosyromsCs HAUiOHAAbHUM Kpumepiam ouiHKu 36epieaHHSA
ma cmaHoapmam ynpassiHHA iHhOPMAYi€ro NPABoOXOPOHHUX OP2aHIs.

30Kpema, KoxceH nidpo30din noniuii, WO BUKOPUCMOBYE MEXHO/02i0 PO3Mi3HABAHHSA
06au44s, Mae e8cmaHosaweamu 2apagiku 36epicaHHA/eudaneHHa OaHUX 8i0nosidHO 00
30KOHOOaBYUX BUMO2 fAK YACMUHY cucmemu OUIHKU 8raugy HA 3axucm  OaHUX.
(https://ico.org.uk/media/about-the-ico/documents/2616185/live-frt-law-enforcement-report-
20191031.pdf)
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KpoK 6. BusHauTe maiibyTHe micue 36epiraHHA Bigeo3anucis

MepcoHanbHi AaHi matoTb 06pobaaTuce y cnocib, wo 3abesneuye HanexHy ix 6esneky,
30KpPEMa, LWAAXOM 3aXMCTy NPOTM HECAHKLiOHOBAHOI YM He3aKOHHOI 06pobKM Ta npotu
HEHaBMMWCHOI BTPaTW, 3HULLLEHHA YM 3aBAAHHA WKOAM, i3 3aCTOCYBaHHAM BigNOBIAHUX TEXHIYHUX
i OpraHi3auiMHUX iIHCTPYMEHTIB.

Takum 4MHOM, TexHiuHe obnagHaHHA, npusHayeHe gNna 36epiraHHA Ta aHanisy
Bigeo3anucis (cepBepHi, cuTyauiAHi ueHTpU), mae 36epiratuca B OKpemomy
NPUMILLLEHHI, AOCTYN A0 AKOro mae 6ytn obmekeHUm i KOHTPO/IbOBaHUM.

MpM UbOMY PEKOMEHAOBAHO A0 MPUUHATTA pPilleHHA NPO BCTAHOB/NEHHA CUCTEM
BiZeocnocTepexeHHA nepenbaynTv, AK 34IACHIOBAaTUMETbCA HaBYaHHA MpPALiBHUKIB WOA0
3abe3neyYeHHs HaANeXHOI | KOPEKTHOI poboTM 3a3HAYEeHMX CUCTEM Ta [AOTPUMAHHSA
BCTAHOBNEHUX NPABUA POBOTU i3 NEPCOHANbHUMM AAHUMMU.
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PO34IA II. Oii, WO HEOBXIAHO 341ACHUTU NICNA NPUAHATTA PILLEHHA NPO
BCTAHOBJIEHHA CUCTEM BIAEOCNOCTEPEXXEHHA

Kpok 1. Po3mictitb nosigomneHHA cy6’ekTiB NepCOHaNbHUX [aHUX NPO  3A4iNCHEeHHA
BigeocnocrepeXXeHHsA

Cyb6’eKT nepcoHanbHUX AaHWUX MAE MNpPaBO 3a3fdanerigb 3HAaTM Npo Te, WO
Yy 30Hi ioro nepebyBaHHA 34iMCHIOETLCA BiAEOCNOCTEPEKEHHA, MAaTU JOCTYN A0 iHPpopmaLii npo
TE, KUM i 3 AKOIO METOK BOHO 3AiACHIOETLCA, AKUN NOPAAOK 0O6POOKM NepcoHaNbHUX AAHUX i3
BMKOPUCTAHHAM CUCTEM BiZEOCNOCTEPEXKEHHA, @ TAaKOX MA€E NPaBO NepernaHyTM 3anucu abo
3BEPHYTUCh i3 3aMUTOM NPO OTPUMaHHS KOMii Bigeo3anucis 3a MOro y4acri.

Tomy nicnA  NPUAHATTA  pilleHHA  npo
BCTAHOBJ/IEHHSA CUCTEM BigeocnocTepekeHHA HeobxigHo
PO3MICTUTK Y MeXKax NPOCTOPY, A€ BOHO 34iNCHIOETLCA,
LOCTAaTHbO MOMITHE i 3po3ymine nosigomneHHA. Take
NoBIAOMNEHHA MA€E MICTUTK iHPOpMaL,ito NPO Te, XTO i 3

I .o .

. YBATLAS AKOK METOI0 3/iACHIOE BiAeoCnocTepeKeHHsA, KOHTAKTH

BJIHCHIOG.TBCH B1Z€OCIIOCTEPEIKEHHA NI . . . . .
NiATpUMaHHSA TOpAAKY ! BignoBiaanbHOT 0cobu, iHdopMaLito NPO BUKOPUCTAHHA
" Kouraxms InsGimsm cneuundivyHoro TexHiyHoro ¢yHKUioHany kKamepwu (y pasi
BifnoBiansHoi ocobu: AeransHoiindopmanii: BYKOpPMCTAHHA), @ TaKOK MOCUMNAHHA Ha  Binbly
00-000-000 TTITL AetanbHy iHbopmauilo WoAo MOPSAAKY 3A4iNCHEHHSA
it BijeocnocTepexeHHA Ta O06pobKM nNepcoHaNbHUX

OaHUX.

Mpyn yuboMy NOBIAOMANEHHA NPO 34iIMCHEHHA BigEOCNOCTEPEXKEHHA MAE BYTU po3milLeHe
B Takomy ¢dopmaTi, wob ue 6yno nepwmm, Wo nomivyae cyb’eKT NepcoHanbHUX OAHMX, KOAU
NnoTpanfsfe B 30HY 3AiMCHEHHS BigeocnocTepexeHHaA. Lla pekomeHaaLis CTOCYETbCA BCiX BUAIB
BigeocnocTepeKeHHs, BCTAHOBAKOBAHMUX Y MeXKax TepuTopin, Wwo nepebyBatoTb Y NOCTiMHOMY
abo TMM4YacoBOMY 3aralbHOMY KOPUCTYBAHHI CyCninbCTBa.

MicnA NPUWHATTA pilleHHA NPO BCTAHOBNEHHA CUCTEM BiAEOCNOCTEPENKEHHA TAKOXK
PEKOMEHAYETbCA BXWTU 3aX04iB LWOAO0 HaBYaHHA MpPaUiBHUKIB, BiANOBIAaNbHUX 0OCI6
i 3abe3neyeHHs ix HEOBXiAHMMMK iHCTPYKUiAMK/anropUuTMamn Ailt ANA HadaHHA BignoBiAHOI
peakuii y pasi 3BepHeHHs cyb’eKTa NepcoHasbHUX AaHWUX 33 A0AATKOBOW iHGOpMaLie Woao
3[iMCHIOBAHOrO BifeocnocTepexeHHA abo i3 3anMToM NpPo OTPMMaHHA Konii Bigeo3anucis.

Mpuknad. BaacHuya 2omeanbHO20 KOMIAEKCY i3 pecmopaHOM NpuliHAAG piuWeHHA npo
8CMAHOB/AEHHA cUCMEM 8i0e0CrocmepexeHHA 3 Memoto NiOMpPUMAHHA NOPAOKY i 3anobicaHHA
KpaoiHKam.

Lna HanexcHozo iHpopmysaHHs 2ocmeli npo 30ilicHeHHA sideocrnocmepexeHHa Ha 8Cix
8x00ax 00 KOMMAEKCY | 8 KOXCHOMY MpumiwjeHHi 6yno0 ecmaHossneHo 8i0nosioHi mabauyku
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i nnakamu, a makxkoxc 8i0N08iIOHI MiHiamwopu nosidomneHHA 6yno exkawyeHo 00 [lpasun
MPOMUBAHHA 8 20mesi ma MeHto pecmopaHy.

KpoK 2. Po3po6iTb BHYTPIilLHi AOKYMeHTH, Wwo byayTb BperynboByBaTu BCi npouecu o6pobKku
NepcoHaNbHUX AAHUX

3axogM, cnpAmMoBaHi Ha 6e3neky 0b6pobKM NnepcoHaNbHUX
AaHWX Ta npoueaypy o6pobKn, MOXKyTb Bigobparkatnca B ogHOMY
abo KinbKOX OKpemux JOKYMEHTax, Hanpukaaa, nopagKy o6pobku
nepCcoHanbHUX AaHNX Ta nopAaaKy 3[4iCHEHHA
BigeocnocTepeXeHHA. Taki AOKYMEHTU MOXKYTb OyTn odopmneHi
Y O0BiNbHi dopMmi.

Mepenik KOHKPETHUX 3aXOA4iB | [OKYMEHTIB

| 7 [ i s

N - 3anexwutb Big cneumndikm LIANbHOCTI

"; \ Bos0AiNbUA/po3nopaaHuKa, Habopy GYHKUIN Bigeokamep Ta iHpopmauiiHUX
>

cUCTeM, KiNbKOCTI NepcoHany, 3aly4eHoro 40 poboTu 3 AaHMmMHU, TOLLO.

3 MEeTOK HANEXKHOro 3axMCTy NEepPCOHaNbHUX [AAHUX PEKOMEHAYETbCA
OPIiEHTYBATUCA Ha TaKe HAaNOBHEHHSA AOKYMEeHTaUl:

3aranbHi NONOXKEHHS:
v 30KoHHa nidcmasa ma mema 06pobKu AaHUX;

v' 06ca2 ma kame2opii OaHUX y CNi88IOHOWEHHI 3 KOHKpemHUMU Yinamu ix o6po6-
Ku;
v OCHOBHI MPUHYUNU, AKUMU KepyembCa 80/100i1eUb ma yroeHO8aMeHi HUM 0cobu
niod yac 06pobku OaHUX.
MpaBa cy6’eKkTa NnepcoHaNbHUX AAHUX:
v’ npaeo Ha iHopMy8aHHS;

v npaso Ha docmynn Ao C80iX MNepPCOHANbHUX OAHUX;
v paeo Ha 8UNPAsseHHA Ma 8uddsAeHHSA C80IX NEPCOHANbHUX OAHUX;
v npaeo Ha 3anepevyeHHA Npomu 06pobKu C80IX NepCcoHANbHUX OaHUX;
v npouedypa po32aa0y 3arnumie ma OCKapHeHHS.
Mpoueaypu 06po6KM NepcoOHaNbHUX AAHUX:
v’ iHpopmauiliHi cucmemu, npoepamHe 3abe3neyeHHs, cepeepu, 3adiaHi y npouyeci

06p0ob6KU NepcoHanbHUX OAHUX;
v’ nepesik op2aHi3ayiliHux ma mexHiyHuUx 3axodie 6e3nexu;
v' cmpok 36epi2aHHA ma nopAAoK sudaneHHsA iHpopmayii.
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O6pobKa AaHUX, WO 34iUCHIOETbCA PO3NOPAAHUKAMMU:
v’ 30207bHi 010X EHHA PO yMO8U ma memy repedayi nepcoHanbHUX OaHUX;

v pasusa 8UKOHAHHA 8UMO2 W00 3aXUCMy MepCcoHAbHUX OAHUX;
v’ 30x00u y pasi NpunuHeHHa A0208iPHUX 8IOHOCUH.
Mepeaaya nepcoHaNbHUX AAHUX TPETiM ocobam:
v npouedypu ma npasuna nepedayi nepcoHanbHUX 0aHux mpemim ocobam;

v’ nopadoK 30ilicHeHHs KOHMpPonio.
BHYTPILWHI! KOHTPO/b:
v ocoba, 8i0nosidanbHa 3a 6e3rnexy nepcoHanbHUX OaHUX;

v nopadok HaOaHHA rnpasa docmyny NpayieHUKie 0o NepcoHanbHUX OaHUX;
v\ nposedeHHA 8HYMpIiuWHix nepesipok w000 0ompuMaHHA npasus 6esneku npu
06pobyi nepcoHanbHUX OaHUX.
3 meTolo 3abe3neyeHHss NPUHLMMIB «NPO30POCTi» i «NiA3BITHOCTI» AOKYMEHTU LWOA0
06p06KM NePCOHANbHUX AAHUX MalOTb BYTW y BiIbHOMY A4,0CTYNI.

| 7 Lle moxe 6yTuM peani3oBaHO WAAXOM ONPUAIOAHEHHA AOKYMeEHTauii Ha
:_", odiuiiHomy caiTi BonoainbuA/pPO3NOPAAHUKA, PO3MILLEHHA  LITPUX-
VAR AN Koay/nocunaHHA y BiANOBIAHUX NOBIAOMAEHHAX NPO  34ilCHEHHA
e Bigeocnocrepe)keHHA abo 3abe3neunMTH AOCTYNHICTb ANA O3HAMOMAEHHA

B iHWWMM cnocib.

Kpok 3. Po3p0o6iTb BHYTPiLWHI NpaBuaa JocTyny A0 NepCcoOHa/IbHUX AAHUX

JocTyn fo cuctem BigeocnocTepeXKeHHA, 3anucie, cepBepiB Ta aHANITUYHUX AQHUX,
NnoB’sA3aHMX i3 BigeocnocTeperKeHHAM, Ma€ byt obmexkeHum. Tomy nicna NPUNHATTA PilLeHHS
NpPOo BCTAHOB/IEHHA CUCTEM BigeOCNOCTEPEXKEHHA PEKOMEHAYETLCA YiTKO BU3HAYMTU KOJIO OCIb,
WO MATUMYyTb AOCTyn A0 Uuiei iHbopMmaLii, Ta NOKNAaCTU Ha HMX BiANOBIAANbHICTL 33 3aXUCT
NepPCoOHANbHUX OAHUX.

BapTo TaKOXX 3BEPHYTU yBary Ha Te, WO Pi3Hi NPaL,iBHUKU MOXYTb MaTU Pi3HUIA
piBeHb goctyny go iHpopmauii. bygb-AKe HagaHHA, 3MiHa ab0 aHy/OBAHHA
npas AoOCTyny Ma€ 34ilCHIOBAaTUCA BigNoOBiQHO [0 KpuTepiiB, BU3HaUeHUX i
Y BHYTPiWWHiIX AOKYMEHTAX.

Mpuknad. Ocobu, Aki npayoromMs 3 cucmemamu 8i0eocrnocmepereHHs, MoXymes mamu
pi3Hi nocadosi 0608°A3KuU, HAMNPUKNaod, mexHiyHe o6cay2o08y8aHHA abo MOHIMOpPUH2
306paxceHb. ToMy 80HU NOBUHHI Mmamu U pi3Hi npasa docmyny.

lMpu ybomy 00uH Kopucmysay cucmemu gideocriocmepexceHHA mamume docmyn 00
36epexeHHA, KonieaHHA abo eudasieHHA 3anNuUCaHO20 mamepiasny 30 8CMAHOB8/1eHUMU
npasusnamu ma po3Kkaadom, modi AK iHWuUl mamume npaso Auwe nepezaadamu 3anucu.
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[Jo opraHizauiiHux 3axoAaiB  6e3nekn 0OpoOKM NepcoHasbHUX AaHMX  TaKOXK
PEKOMEeHAYETbCA OOOB’A3KOBO BK/IOYATU CUCTEMATMYHE HABYAHHA NPALiBHMKIB, WO MatoTb
npasa AocTyny abo NpauotoTb 3 NEPCOHANBHUMU AAHUMM.

MpauiBHUKKN MatoTb f06pe PO3yMiTM BHYTPILLHI NpaBMaa, 30Kpema

OO0 CTPOKIB 36epiraHHA AaHUX, NOPAAKY iX BUAANEHHA, HEeAOMNYLLEHHS )
PO3ro/IOLWEeHHA NePCOHANbHUX AAaHUX, A0 SKUX iM HagaHO aoctyn abo AKi ]

CTanu im BiZOMI y 3B'A3KY 3 BUKOHaHHAM npodeciitHmx (abo cnyx60Bumx) ),_.
o060oB’A3KiB TOLLO. - \

Mpuknad. Henpunycmumo, w06 gideo3zanuc, akuli 30ilicHeHo 3 Memoto 3anobi2caHHA ma
onepamusHo20 peaz2y8aHHA Ha NpPasonopyweHHs, bys nowupeHull y couyianbHUxX mepexax 011
demoHcmpauyii Kyplio3HUX 8unadkKie 3a ydyacmro cyb’ekmie nNepcoHasnbHUX OAHUX, AKWO npu
UbOMY 80OHU MPAMO YU 0NOCEPEGKOBAHO MOXymb bymu ideHmugikosaHi Ha ybomy sideo.

KpokK 4. Po3po6iTb NnpaBuia HagaHHA A0CTYyNy A0 NePCOHANbHUX AaHUX ONA TPETiX ocib

Bumorn [o HagaHHA [OCTyny A0 NepCOHANbHUX AAHUX TpeTim ocobam BM3HAYEHO
B YacThHax 1-5 ctatTi 16 Ta yactuHax 2-3 ctatTi 17 3aKOoHY YKpaiHu «[l1po 3aXMCT nepcoHaibHUX
OaHUX».

Tomy nig, yac po3pobKu nNpaBuUn HagaHHA AOCTYNY KOMeH Bonopgineub mae

\ | 7 BPaxoByBaTU BWU3HA4YeHi 3aKOHOAABCTBOM BMMOIM, a TAKOX Y KOXHOMY

...-’ iHoMBigyanbHOMY BMMaAKy CAaMOCTIMHO OLiHIOBATU CMPOMOXKHICTb TPeTboi

/ N ocobu 3ab6e3neunTM BUKOHAHHA BMMOI 3aKOHOAABCTBA Yy cdepi 3axucty
® NepcoHaNbHUX AAHUX.

3 ui€et0 MeTo Mg Yac BUpILIEHHS NMUTaHHSA NPO HaZaHHA OOCTYNy BapTo 34iMCHIOBATH
peTenbHy OLiHKY NpaBoOBMX MiACTaB ANA 3anuTy, MNOBHOBAXEHb 3anMTyBaya, a TaKOX
nponopuiMHOCTi 06cAry 3anUTyBaHMX AaHUX NepecigyBaHin meTi.

Mpuknad. [ina NpasoOXOPOHHUX Op2aHie HA/AEXHOK Midcmaso 048 OMPUMAHHSA
docmyny 00 OQHUX 8 PAMKAX KPUMIHG/IbHO20 MPOoB8AO0MXEHHSA € yX8asa caid4o2o cyd0i, cyoy rnpo
mumyacosuli docmyn 0o peyeli i O0OKymeHmis.

Kpok 5. 3abe3neute BeaeHHA peecTpy 06po6KM NnepcoHanbHUX AaHUX

3 MeTo HaNeXHOoro 3axucTy MnpaBa Ha  3aXMCT  MEPCOHANbHUX  AaHUX
i 3anobiraHHa 6yAb-SKMM NOPYLEHHAM, 30KPEMAa BHACNiLOK HECAaHKLiOHOBAaHOro A40CTyny,
PEKOMEHAYETLCA BECTU PEECTP YCiX AN, WO BUMHAIOTLCA i3 NEPCOHANBHUMM AaHUMMU.
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TaKui peecTp morKe MiCTUTU LWOHaUMeHLUe:

v iHghopmayito Npo pozmawysaHHA kamepu, damy Ui yac 3anucy;
HalimeHy8aHHA ma/abo nocady ocobu, ujo 30ilicHIoE 06pobKy OaHUX;
iHpopmauito npo piseHo docmyny ocobu 00 OaHUX;

<N X

iHhopmauito Npo NPoxXoOHeHHA/HerNnPoOXoOH eHHA asmopu3ayii, 3acMmocy8aHHA
KAtodie;
v iHhopmauyito npo dito (nepeanad, nepedaya, apxisy8aHHA, 8UAAAEHHA MOU0).

Y pasi HagaHHA A40CTYNy A0 NEPCOHANbHUX AaHUX TpeTim ocobam:

v HalimeHysaHHA opaaHizauii/ycmaHosu ma/abo nocady ocobu, wWo 3anumye
iHgbopmayito;

obcAaz 3anumysaHux OaHUX;

0BHOBAMEHHSA, Memy, nidcmasu 015 3anumy;

damy, yac i cnocié Ha0aHHA iHhopmauii;

apa2ymeHmauito ujo0o npuliHamozo piweHHsa (Mpo HaoaHHA/8idmosy);

AN R NN

iHgbopmauito npo ocoby, w,o Hadasaa docmyn.

KpoKk 6. MpusHaute BignosiganbHy ocoby abo cTBOPiTL nigpo3ain, wo signosigatume 3a
3aXUCT NEPCOHANbHUX AAHUX

3rigHO 3 4YacTUHOW Apyroto cTatTi 24 3akoHy YKpaiHuM «[lpo 3axmMcT nepcoHanbHUX
OaHUX» OpraHun AeprKaBHOI Baau, OpraHM MiCLLeBOro CamoBpALYBaHHA, @ TaKOX BONOAIAbL UM
PO3NOPAAHUKN MNEPCOHANbHUX AaHWUX, WO 34IACHIOITbL 06pPOOKYy NEepcoHaNbHUX AaHMX,
CTBOPIOIOTb (BM3HA4aloTb) CTPYKTYPHUIN nigpo3ain abo BignosiaanbHy ocoby, WO opraHi3oBYe
poboTy, NOB’A3aHY i3 3aXMCTOM NEPCOHaIbHUX AaHUX MNif Yac ix 06pobKu.

MNpu ubomy ¢isnuHi ocobu - nignpuemui, y Tomy uucni nikapi, aki maroTb

| 7
~N
.-" BiANOBigHY niueH3ilo, aaBOKaTU Ta HOTapiycn ocobucto 3abesneuyoTb 3aXucT
/ = N NepcoHaNbHUX AAHUX 3TiAHO 3 BAMOraMm YNHHOIO 3aKOHOA,aBCTBA.

CTpyKkTypHUMI nigpo3ain abo BignosiganbHa ocoba, WO opraHizoBye poboTy, NoB’A3aHy
i3 3aXMCTOM NEepCcoHaNbHUX AaHUX Npu ix 0bpobui, iIHPOpPMYE Ta KOHCYNbTYE BONOAINbLUA abo
pO3NOpAAHMKA NEPCOHaNbHUX AaHWX 3 MUTAHb AOAEP!KaHHA 3aKOHOLABCTBA MPO 3aXWUCT
NepPCoHaNbHUX [JAHUX, @ TaAKOX B3aEMOAIE 3 YNOBHOBAXXEHMM Ta BU3HAYEHUMMU HUM
nocazoBMmm ocobamm 3 nuTaHb 3anobiraHHA Ta YCyHEHHA NopylweHb 3aKOHOAABCTBA NpPoO
3aXUCT NEePCOHANbHUX AAHUX.

@aKT CTBOPEHHA HOBOrO MiApPO3A4iny, NOKNaAeHHA HOBMX 0OOB’A3KIB Ha BigNoOBiAaNbHY
ocoby i nepenik Taknx 060B’A3KIB PEKOMEHAYETHCA 3aKPINUTU Y BHYTPILLHIX AOKYMEHTaX.
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Cepepg, 0608’a3KiB BignosiganbHOI 0cO6U AOLiINIBHO BUSHAUUTK:
v’ 30ilicCHEeHHA 8HYMPIWHL020 KOHMPOIIO 30 O0OEPHAHHAM 30KOHOOA8CM8a Mpo 3axucm

nepcoHasnbHUX aGHUX,'

<

30iliCHEHHA 8HYMPIWHbL020 KOHMPOIO 30 BHUMMAM 30X00i8, CIPAMOBAHUX HA 6e3-
rneky obpobKu nepcoHanbHUX OAHUX;

gedeHHA peecmpy 06pobKU epCcoHAAbHUX OQHUX;

aKmyanizayia 8HympiwHe0oi 00KyMmeHmauii 3 Tumaxs 3axucmy nepcoHanbHUx 0aHux;
HABYAHHA NPAYIBHUKI8;

Oop2aHi3auiro po3enady 3anumis cyb'ekmis nepcoHanbHUX OaHUX Ma mpemix oci6;

AN NN

nidezomosKy 00 rnepesipoK op2aHaAMU KOHMPOH.

Kpok 7. 3abe3neute HeobxigHWUii piBeHb 6e3neKn 06pobKM NnepcoHaNbHUX AaHUX

Bonogineub Ta po3nopsAgHMK CAMOCTIMHO BM3HAYalOTb MeEpenik i CKnag 3axoais,
CNpAMOBaHMX Ha 6e3neky o6pobKK, 3 ypaxyBaHHAM BMMOT 3aKOHOZABCTBA y chepax 3axmcTy
NepcoHanbHUX AaHWUX Ta iIHPOPMaALiNHOT 6e3nekun.

OpraHi3auiiiHi 3aXxo4u MOXXYTb OXOMN/IKOBATH, 30Kpema:

v’ 8usHayeHHA nopAadKy Oocmyry 00 MNepPcoHanbHUX OAHUX MPAUiBHUKI8 80s100iMb-
ya/po3nopsaOHUKa;

v’ 8u3Ha4eHHA nopAadKy eedeHHs 0biKy onepauyili, Noe’a3aHux 3 06pobKOK MepPcoHas1b-
Hux 0aHux cy6’ekma ma docmynom 00 Hux;

v’ po3pobneHHA naaHy 0ill y pa3i HECaHKYiOHO8aHO20 docmyrny 00 MePCOHANbHUX OAHUX,
MOWKOOMHCEHHA MexHiYHO20 06/100HAHHSA, BUHUKHEHHSA Had3su4aliHux cumyauil;

v\ cucmemamuyHe HABYAHHA CriBpPOBIMHUKIE, AKI Npayoomes 3 [MePCOHAAbHUMU
0aHUMU;

v poamauwysaHHa MoHimopie dna nepeznady eideo3anucie 3 KAMep MAKUM YUHOM, Wob
YHEMOXUBUMU HECAHKYioHo8aHUl nepeanso;

v’ nonepedmeHHs NpauisHuKie npo obepexHy pobomy 3 eneKMPOHHUMU AUCMAMU, 30K-
pema mumu, 8 AKUX MPONoHYEMbCA rnepelimu 3a NOCUAAHHAM Ha iHWul calim, moujo.

TexHiuHi 3aX0AM MOXKYTb BKAIOYATU:
v’ 3acmocysaHHA 08ogaszHoi aemeHmudikayii (Hanpuknad, NOEOHAHHA NAPOAA i3 KAto-
yem/PIN-kKodom);
v’ 8UKOPUCMAHHA HABIIHUX KAtoYie A8 Wugpy8aHHA/po3WUdPYBaAHHA iHoOpMauii;
v’ 8idMo8a 8i0 asmomamuyHoz20 nidkatoueHHs 0o Wi-Fi-meped;
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v\ 8CmaHo8neHHA npouedyp aemomMmamu4yHo20 n102y8aHHA docmyrny 00 3anucis, aHasi-
MUYHUX OQHUX;

v peecmpauiito 30ilicHeHux onepauili i3 HUMU,; 6CMAHOB/EHHA AHMUBIPYCHO20 MPo2Pam-
Ho20 3abe3neyeHHa Mowo.

TaKo)X pPEeKOMEeHAYETbCA TMOCTIMHO oOuiHIoBaTU edeKTUBHICTb 3axoais,
CNpAMOBaHMUX Ha 6e3neKy nepcoHanbHUX M[aHUX, | OHOBAIOBATU X
BignosigHO A0 6yab-AKUX 3MiH.
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PO34INn lI. Al, WO HEOBXIAHO 34IMCHUTU, AKLWO BIABYBCA BWUTIK
IHPOPMALIT

3 ypaxyBaHHAM YMHHOrO 3aKOHOAABCTBA YKPAiHM Ta KpalWMxX €BPOMENCbKUX MPaKTUK
PEKOMEHAYETHLCA Y NAaH AiN BoNoAiNbLUA/po3nopAAHNKA Y pasi HECAaHKLiOHOBAHOro A0CTyny A0
nepcoHanbHUX AaHUX NepenbadynTu Taki KPOoKMU.

Kpok 1. lMepeBipTe, Uun € nepcoHanbHi AaHi YacTUHOlO iHPopMaLii, WO cTana npegmerom
BUTOKY
Mepeaycim HeobxigHO BW3HAYMTKU, AKa came iHPopmauia byna
NnowiMpeHa i YM MOXKE BOHA CaMoCTiMHO abo B MNOEAHaHHI
3 IHWKUMM AaHUMK, WO 3HAXOAATLCA Y BIAKPUTOMY AOCTYNi, NPMU3BECTM A0
iaeHTMdiKauii ocib abo 3aBaaTH 6yAb-AKOI iHWOI WKoamM chepi NpnBaTHOro
KUTTA UM iHWIM chepi *KUTTA BHACNIAOK BTPATU KOH)IAEHLiIMHOCTI.
Y 38’A3Ky 3 UMM [OUiINbHO MaTW aKTyani3oBaHi [AOKYMEHTH
(nopagok  3piMicHeHHA  BigeocnocTepeeHHA, MNopAAoOK  0b6pobku
NEepPCOHANbHUX OAHWUX, NOAITMKA MNPWMBATHOCTI TOWO), A€ BUKAALEHO
PERSONAL  makcvManbHO NoBHUIA Nepenik NepcoHasbHUX JaHUX, AKi 06pobasoTbCA
DATA Bonoginbuem Ta/abo po3nopagHMKOM (He Auwe y  3B'A3Ky i3
3aCTOCYBaHHAM Bie0CnoCTepPEeNKEHHSA).
TakoX NoTpibHO BM3HAYMTK, AKI CamMe KaTeropii NnepCcoHanbHUX AaHMUX CTanu NPpeaMeTOM
BUTOKY. Big UbOro 3aneKuTb piBeHb MNOTEHLIAHONO PU3UKY ANA MNpaBa Ha MPUBATHICTb
i noganbli 3axo4n, CNPAMOBAHI HA NPUMNUHEHHA NOPYLUEHHA.

Mpuknad. Yepe3z nomusnky 8 adpeci eeKMPOHHOI po3cunKku 6ya0 nowupeHo 4ymanausi
OdaHi. Takuli sumik cmaHosumume suwull piseHs 3a2po3u 014 NPUBAMHOCMI | 8nausamume Ha
iHWi ocHoBHI npasa cyb6’ekma nepcoHasnbHUX OAHUX, AHiIX AKWO0 6yno 6 nowupeHo OaHi npo
Uozo/ii siK.

KpoK 2. OuiHiTb K010 cy6’eKTiB, W0 OTPMMANMN HECAHKLIOHOBAHUI 0CTYN A0 NepPCOHaNbHUX
OaHUX

3 meTol epeKTUBHOIO BM3HAUYEHHA NOAANbLUMX 3aX0A4iB ANA MiHIMI3aLIT WKoAW NpaBam
cyb’eKTiB OUiHKA puU3MKIB Mae ByTM AKOmMora noBHOKW. Tomy nNicAs BWU3HAYEHHA KaTeropimn
MOLWMPEHNX MNEPCOHANbHUX AaHWX HeobXigHO TaKOXK BM3HAUYMTU KaTeropii cyb’eKkTiB, WO
OTPUMANM HeCaHKLiOHOBAaHWI A0CTYyNn A0 MepCcoHaNbHUX AaHuX, i cniBBigHecTn ix i3
KaTeropiaMmun AaHux, Wo CTagn NpegmeTom BUTOKY. YMM LMPLUMM € KONO Cy6’EKTIB, TUM BULLMUNA
pU3MK.
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Mpuknad. [1i0 4ac HadaHHA 8i0nosidi Ha 3anum cyb’ekma
MepcoHanbHUX OAHUX MPO OMPUMAHHSA Konili gideo3anucie 3a lio2o yyacmio,
30ilicHeHUx Ha mepaci pecmopaHy, 6ys0 Oonyuw,eHo MOMUAKY 8 cmpivui
adpecama, i gideoszanucu pazom i3 116 i KOHMaKmMHUMU 0aHUMU cyb’ekma
byno HadicnaHo Ha pobouyi adpecu OeAKUX NpPauisHUKie 80a100inbUs, AKI
32i0HO 3 ropsAOKom 0b6pPOb6KU rnepcoHasnbHUX OQHUX He mMmasau oocmyny 00
Uux OaHuUXx.

Y ubomy 8unadky Kono ocib, wWo 8unadkoso ompumanu
HecaHKyioHosaHuli docmyn 00 3a3HA4YeHUX OQHUX, € B8Y3bKUM, KOHKPEmHUM | CmaHosumeo
MeHWUl PU3UK, HiX AKWOo 6 CyKynHicme 3a3Ha4yeHUx OaHux 6ysa0 MowupeHo HA CMOPOHHI
308HIWHI adpecu abo Ha adpecu iHWUX KaiEHMI8 3aKaady. Takuli 8UMOK MOMHA 83amu rio
KOHMPOsb | MiHiMi3ysamu WKooy.

Y pasi nowupeHHAa 0aHUX HG CMOPOHHI 308HIiWHI adpecu abo Ha adpecu iHWUX KaiEHMig
3aKn1a0y pu3ukK 3anodisHoi abo nomeHyiliHOi WKoOU NpUBAMHOCMIi 3HAYHO 3POCMAE.

KpoK 3. OuiHiTb Kono cyb’eKTiB, Une NPaBO Ha NPUBATHICTb MOXKe 6yTU NopyLueHe BHaCNiA0K
BUTOKY

OujiHIOBaHHA PU3MKY TaKOX MA€E MICTUTM 3aX0AM WOAO0 BM3HAYEHHA AKOMOra YiTKiworo
obcAry wKoan, AKoi cyb’eKT NepcoHaNnbHUX AAHWUX MOTEHLiIMHO MOMYTb 3a3HaATWU Big, BUTOKY
NepCcoHaNbHUX AaHUX.

Ana uboro NPONOHYETLCA BU3HAUYUTMU:

v’ Kinbkicme cy6’ekmie nepcoHanbHux OaHux, yui OaHi cmanu
npeomemom 8UMOKY;

v' yu € ceped yux cyb6’ekmis dimu abo iHwWi 8paznusi Kamezopii Ha-
cesleHHs;

v’ yu cmaHosume makuii 8UMOK PU3uUK Hebesneku 044 wumms
abo maliHa 0218 K020Cb i3 cyb6’eKMis NepcoHanbHUX OaHUX;

v' YU MOM#YymMb HE3AKOHHO NoWUpPeHi NepcoHanbHi daHi bymu Hadani
BUKOPUCMQAHI 3i 3104UHHUM HAMIiPOM;

v' AKUX MexHIYHUX Yu op2aHi3ayiliHux 3axodie HeobxiOHO He2aliHO excumu 015 8iOHO8AEHHA
npasa Ha nNpusamHicme.

Kpok 4. 3abe3neuTte HeraHe BXXUTTA OpraHi3auiMHUX i TEXHIYHMX 3aX0AiB, CNPAMOBaHUX Ha
NPUNUHEHHA NOPYLIEHHA Ta BiAHOB/EHHA 3aXUCTY AAHUX

BHacnigoK HE3aKOHHOrO MOLWMPEHHA NEPCOHANbHUX AAHUX BOMOAiINeLb/po3nNopagHUK
3a3BMYal CTMKAETbCA i3 PiHAHCOBMMM Ta penyTauiiHMMKM pusMKamu. [poTe, 3BaxKawun Ha
cneundiky npaBa Ha NPMBATHICTb, WO NOB’A3aHe i BNAMBAE Ha iHLWI OCHOBOMOJIOXHI NpaBa,

24 ¢ EU4DigitalUA



MOVING FORWARD
- TOGETHER

MiHiMi3aLia pu3MKIB AnA Ccyb’eKTiB MepcoHaNbHUX AaHUX Mae byTn npioputeTom AanA
BOIOAiNbLSA/pO3NopAAHNKA.

Micnsa Toro, Ak 6yno BU3Ha4eHo:
v\ 8Ki nepcoHanbHi OaHi nowupeHo;
v’ AKi kameaopii cy6’ekmie nomeHyiliHO Yu peanbHo nepebysa-
rome nid 3a2p0o30+0;
v’ Kono oci6, wjo ompumanu HecaHKuioHosaHuli docmyn 0o nep-
COHA/bHUX OAHUX;
v’ 06cAa2 3a80aHOi Yu nomeHuiliHoi wKodu 04 Npasa Ha npusam-
Hicmb ma iHwux npas cyb6’ekmie nepcoHaMbHUX OAHUX;
HeobXigHO camocTiiHO 06paTu opraHisauiiHi Ta TeXHi4yHi 3axoau ANA MiHimisauii wWKoau
npasam/ix BigHOBNEHHA.

Mpuknadu. Y pasi 8UHUKHEHHA Mi003puU MPo MOXAUBULU 8UMIK MePCOHANbHUX OaHUX
i HecaHKyioHosaHuli docmyn 00 HUX y 38°A3KYy 3 BUKPAOEHHAM/8MpPamor KoprnopamueHO20
mexHiYHo20 06/1A0HAHHA Ma eneKMpPOHHUX HOCii8 00HUM i3 3ax00i8, CrPAMOBAHUX HA
MiHIMi3auito pusukie, moxe b6ymu, HAMpukaao, 3miHa naponie abo esiddaneHe 8UOANEHHSA
iHpopmauyii abo bydb-aKi iHWi docmynHi HO MOMeHM iHYUGeHmMy mexHiYHi iHcmpymeHmu.

Y pasi donyweHHA NOMUSKU 8 efeKMpPOHHil adpeci i HOOCUNAHHI MepcoHanbHUX OaHUX
CMOPOHHIM ocobam, w0 He yrnosHosax)ceHi mamu docmyn 00 yux OAHUX, MOXHA HEBIOKAAOHO
Hadicnamu 3anum npo eudasneHHA NnonepedHbo2o AUCMA, YHUKAoYU 8i0KpUMmMSA B8KAA0eHb,
abo opzaHizysamu 6HympiwHil ma 308HIiWHIU 06MIH [HGopmayieto, wWo
Micmumoe epcoHanbHi OGHI, BUKAOYHO (3 BUKOPUCMAHHAM Kato4vie 05
docmyny 00 3aWuUGPOBAHO20 8MiCMY MuX Yu iHWUX ¢alinie. Tobmo mak, w06
¢alin 3 iHpopmauiero npo cebe mie GiOKpuUMU suwe KOHKpemHul cyb’ekm
MepcoHanbHUX OGHUX, AKOMY Ha/Aexams Ui nepcoHanvHi 0aHi, abo
yrnosHosaxceHa Ha ye ocoba.

Y pasi AKWoO pU3MK 3aUWAETLCA | NOTEHUiMHO BM/AMBAE Ha iHWIi npaBa HeobxigHo
HeramHo NoBiAOMUTK CyH’eKTa NEPCOHANbHUX AAHUX NPO BMNALOK HECAHKLLIOHOBAHOIO AOCTyNy
TpeTix 0ci6 A0 MOro NnepcoHaNbHUX AaHUX.

l Y pasi BUHMKHEHHA TPYAHOLIB i3 CaMOCTIMHUM BU3HAYEHHAM HeOobXigaHuUX

N { opraHisauiHux 3axopgis AnA MiHimisauii WKoau i BigHOB/NEHHA NpaBa Ha

“"', NPUBATHICTb PEKOMEHAYETbCA 3BEPHYTUCb 3a A0AATKOBUMMU PO3’ACHEHHAMMU

/ > A WOAO0 KOXHOI OKpemoi cuTyauii Ao YnoBHoBaxkeHoro BepxoBHOi Pagm
YKpaiHu 3 npas NOAUHMN.
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Bapto Haragati, wo BignosigHO [0 cTatTi 27 3aKoHy YKpaiHn «llpo 3axuct
NepcoHanbHUX JaHUX» NPOdECinHi, camMoBpAAHI Ta iHWI rpoMaacbKi 06’eaHaHHA abo PUANYHI
0CO06M MOXKYTb PO3POONATU KOAEKCM NOBEAIHKM 3 MeToto 3abe3neyeHHA ePEKTUBHOIO 3aXMCTy
npaB cyb’eKTiB NepCcoHaNbHUX AAHUX, AOAEPKAHHA 3aKOHOAABCTBA MPO 3aXUCT NEPCOHANbHUX
AaHUX 3 ypaxyBaHHAM cneundikm 06pobKM NepcoHanbHUX AaHUX Y Pi3HUX chepax.

Mia 4ac po3pobneHHA TaKoro KogeKkcy noBefiHKM abo BHECeHHi 3MiH [0 Hboro
BianoBiagHe o06’egHaHHA 4YM  OpuAMYHA o0coba MOXKe 3BEepHYTUCS 33 BMCHOBKOM A0
YnosHoOBa*keHoro BepxosHoi Pagu YKkpaiHu 3 npas ArognHu.
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